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SUBJECT:  DEPARTMENT OF TRANSPORTATION PHYSICAL SECURITY MANUAL

.

. 1. PURPQOSE. The purpose of this Manual is to:

a. Provide guidance to those directly or indirectly responsible for the
development and maintenance of the physical security program at
existing or proposed Department of Transportation (DOT) facilities;

b. Serve as an aid and reference source in the selection and use of
security control measures and the avoidance of excessive or un-
warranted expenditures for security controls;

c. Establish basic standards and criteria for the procurement and use
of security equipment, and the protection of DOT facilities and
property; ‘

Achieve a greater degree of uniformity in the type of protective
measures afforded DOT facilities.

2. REFERENCE.

a. Federal Property Management Regulations, Subpart 101-20.5, Physical
Protection, of 6-74, which prescribes policies and methods for the
physical protection of buildings and grounds under the charge and
control of GSA.

b. DOT 1600.20, Reporting and Investigation of Violations of Law or

€ Departmental Standards of Conduct, of 1-10-69, which establishes
employee responsibilities for reporting and investigating suspected

offenses involving violations of law or departmental regulations.

risutiok: A1l Secretarial Offices oPt: Office of

A11 Operating Elements . Investigations
and Security
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: ' Fomee pey s
DOT 1660.2, Theft/Loss Reporting Progedure§$for the DOT Washington
Headquarters Facilities,.of.10~3-73, which estab]jaga he procedures
E

for the reporting of all jthefts/losses within the quarters
facilities. e

IV
DOT 1640.8, Department of Transporta%%ﬁ%%iﬁ?ﬁﬁztic Data Processing
Security, of 11-12-76, which establishes a DOT Handbook for the
security of Departmental ADP systems and resources.

DOT 1640.4, Classification, Declassification and Contro] of National
Security Information, of 12-12-72, which implements Executive Orders e
11652 and 10865. .

DOT 1600.23, Demonstrations in or Near Government Buildings, of 3-3-72,
which promulgates for the Department of Transportation national policy
regarding demonstrations at Government buildings.

DOT 1620.7A, Use of Weapons by Department of Transportation Personnel,
of 8-14-75, which prescribes DOT policy and standards governing the
use of weapons by authorized DOT personnel, military and civilian, and
by DOT contractor personnel providing law enforcement/security service
to DOT facilities.

DOT 1660.4, Physical Security Review of New Facilities, Office Space
or Operating Areas, of 6-13-75, which prescribes DOT requirements for
reviewing the physical security environment when obtaining new -
facilities, office space or operating areas for use by any DOT element.

DOT 1660.1A, Removal of Equipment from Department of Transportation

Bu11diqgs, of 10-21-74, which establishes controls over the removal

gf equipment from DOT occupied premises during and after normal duty
ours.
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CHAPTER 1
INTRODUCTION

1-1 PURPOSE. Physical security controls are an essential element in the
protection of Departmental facilities and resources. To be effective,
such controls must be integrated and complement each other. Using the
guidance contained in this Manual, the facility management should, in
concert with the servicing security element, take a systems approach
in the analysis of the physical protection requirements for the parti-
cular facility. It is also important to recognize the limitations of
the physical security controls; namely, that they only serve to deter
and delay and cannot be expected to preclude a determined intruder from

- penetrating a facility for il1licit purposes.

1-2 SCOPE. This Manual is limited in scope to the salient aspects of physical
security, covering such varied topics as access controls, physical
barriers, guards, security cabinets, destruction equipment, contingency
plans, inspection procedures, etc. Because of the broad range and
disimilarity of facilities within DOT, the guidance set forth in the
individual chapters must be tailored to fit the particular needs of
each facility, recognizing that every facility, regardless of its size
or physical composition, has a need for some degree of security control.

DEFINITIONS. For purposes of this Manual, the following definitions
appiy:

a. Facility is any manned or unmanned structure or space owned by
DOT or ieased by or fqr DOT, regardless of its size, configuration

or location.

b. Physical security is that part of an overall security program which
75 intended to apply physical measures for the protection of
personnel, facilities, materials, equipment, and documents against
threats, other than overt military action.

c. Servicing Security Element is that DOT organizational element
~ which provides security services for DOT facilities within its
assigned jurisdiction, irrespective of whether or not the security
element is physically located at the particular facility.

1-4 GENERAL. Physical security controls are designed primarily to preclude
and/or minimize the effects of both natural and man-made hazards. -
While some facilities may be more vulnerable to different types of
hazards than others, such factors must be considered when conducting
a risk analysis of each facility.

a. Natural Hazards. Natural hazards are usually the consequence of
natura] phenomena, although some can be induced by human actions.
Although natural hazards normally cannot be prevented by physical
security measures, it is essei.cial to remember that natural hazards
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will greatly affect security operations. Protective measures must be
increased when natural hazards exist. Natural hazards may also reduce
the effectiveness of security measures already in effect. Due to the
effects of these natural hazards, perimeter fences may be down,
protective Tights and alarms systems may not operate, patrol vehicles
may be damaged, and property may be scattered over a large area. Any
one or a combination of these effects will require immediate reinforce-
ment of the security force and implementation of additional physical
protection measures. Physical security plans must be closely coor-
dinated with facility emergency and disaster plans. Effects of some
natural hazards are:

(1) Floods -flooding of the facility with resulting property damage,
destruction of perimeter barriers, and short circuiting of alarm
devices. Heavy rains, or snowfalls, even though they do not
result in floods, may cause some of the same damage.

(2) Storms - high winds or rain causing alarm devices to short
circuit, creating nuisance alarms and limiting visibility.

(3) Earthquakes -causing nuisance alarms, possible fires from
broken gas mains, buildings weakening and collapsing.

(4) Winds - disrupting power lines, setting off nuisance alamms,
causing hazards with flying debris.

(5) Snow and ice - blocking roads, delaying response time to alarms,
and the freezing of locks and alarm mechanisms.

(6) Fires - damage/destruction of natural and physical perimeter
barriers and buildings.

b. Man-Made Hazards. They include acts of commission or omission both
covert and overt, which could disrupt or destroy the operation or
mission of the facility. Security planning must be based on the
assumption that a risk does exist from such hazards. Examples are
the following:

(1) Industrial accidents - explosions and fires.

(2) Civil disturbances - riots and other acts of civil disobedience
that may threaten the security of the facility.

(3) Bomb threats.
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(4) Hostage situations.

(5) Sabotage - incendiarism, explosives, and mechanical or
contamination sabotage.

(6) Pilferage.

(7) Carelessness and accidents which could disrupt operations,
destroy critical material, and inflict casualties among key
personnel.

1-5 PROPOSED CHANGES. Users of this Manual are encouraged to submit,
through appropriate channels, recommended changes and comments to
improve this publication. Comments should be keyed to the specific
chapter, page and paragraph in which the changes are recommended.
Justification for the proposed change should also be provided in order
that it may be properly evaluated. As changes occur in the state-of-
the-art which may affect the contents of this Manual, they will be
published on an "as needed" basis.
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CHAPTER 11

SECURITY PLANNING. Once a decision is made to select, construct,

reconfigure a facility or move into another facility, security con-
siderations should be an integral part of the planning. The servicing
security element should participate in the site-selection process and
become involved in the initial design stages. The failure to introduce
security factors into the planning and design stages can often prove to
be a costly or uncorrectable mistake. In determining the level of
security required for a particular facility, the security element should
be guided by the general criteria for categorizing DOT facilities set
forth in Chapter XI.

SUPERVISION OF DESIGN. The earlier the architect is made aware of the

security requirements the better it is for all concerned. He is not a
"security man" and must look to the security staff to guide him through
the design stages. Any change made after the preliminary site design

has been completed by the architect will be expensive. While an

optimum level of protection at a facility is the desirable objective, it
is not always attainable due to fund limitations and other factors. It
js also essential that the security personnel maintain a dialogue with
the architects in order to insure that the basic security controls remain

“in the design.

DESIGN FACTORS. Key factors that should be considered in security

planning are:

a. Personnel Entrances. There are two prime reasons for controlling
entrances -- to control access and prevent thefts. The more
entrances there are the more difficult and expensive the controls
become. A basic objective should, therefore, be to have a minimal
number of entrances to the facility. To reduce the number of
entrances in a facility which is comprised of a number of separate
buildings, such buildings should be grouped as close together as

_ possible. An interconnecting barrier could then be designed which
would permit the facility to be treated as one -building for control
purposes. Another way of limiting the entrances is to locate the
parking lot in one area on the site, thereby creating the need for
only one pedestrian gate or door for entering the facility. Having
one entrance, for example, with a number of aisles to handle
personnel traffic is also preferred to having four entrances on
four sides of a facility. When there are multiple entrances, it
may be possible to close one or more of them during slack periods.
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b. Safety and Fire Protection. The emergency exits needed to satisfy
safety and Tocal building code requirements may be met by equipping
them with panic hardware. Alarms can be installed on such exits,
which will annunciate when they have been opened. Because of the
close interrelationship between security, safety and fire protection,
they should be considered collectively in the planning of the facility.
Particular attention should be given to need for, and location of,
sprinkler systems, smoke detectors, pumps, hoses, hydrants, etc.

c. Utilities. Utility systems vital to the continued operation of the
?ac1!1ty located within the interior of the facility should be
protected against tampering, vandalism and sabotage. Such utilities
would include, but not be Timited to:

Telephone and electrical closets;

Power generators (including emergency power supply);

(3) Main control valves and regulators;

Water supply;

Air conditioning rooms; and

(4)

(5) Boilers;

(6)

) Transformers.

d. Organizational Layout. In the facility planning stages, special emphasis
should be pTaced on the interna] configuration of the facility and the -
proper placement of the organizational elements having security con-
siderations. The location of a function can often serve as an
effective safequard and deterrent against unauthorized entry or theft.
For example, Tocating the imprest fund in a segregated area that is as
far removed as possible from the stairwells and elevators will reduce
the 1ikelihood of a robbery.

(1) Typical of the activities that deserve special consideration in
the Tayout of a facility are:

(a) Imprest funds, including sub-cashiers;
(b) ADP activities;

(c) Communications Centers;
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Medical facilities;
Equipment storage rooms;

Weapons storage areas;

)
)
)
(g) Shipping and Receiving areas;
) Classified work areas;

)

Mailrooms;
(j) Utility rooms; and
(k) Warehouse areas.

(2) Once these activities are identified, security personnel should
insure that the necessary construction features are provided for
in the facility design and also monitor the actual construction
of the facility. Security personnel should insure that any
alteration in the facility design is coordinated with them.

p-4 REDESIGNING EXISTING FACILITIES. Security planning for facilities that
are to be reconfigured is as important as that for new facilities. The
security costs that may be incurred through changes in the configuration
of the facility (or internal movement of functions) -can increase sharply
if the security factors are not weighed carefully beforehand. On the
other hand, the redesign of a facility for the purpose of increased
protection might prove to be economically sound when the cost is compared
with the corresponding reduction in the theft rate and manpower that
could be achieved.

2.5 COMMERCIALLY-LEASED OFFICE SPACE. There are a number of DOT activities
occupying space in commercially-owned buildings. The common arrangement
is for GSA to execute the lease on behalf of the Government. Usually,
there will be non-DOT tenants in the buildings, consisting of both
Government and commercial occupants. From a security standpoint, this

- creates several problems. First, access to the DOT space, particularly
after normal duty-hours, cannot realistically be controlied to the
same degree as in a facility where DOT is the sole occupant. Second,
the DOT tenants must often rely on GSA to establish the basic protection
plan for the building who, in turn, must work through the building
owner whenever any structural changes are to be made. Finally, there
is often the problem of having to obtain security support or assistance
from the servicing DOT security element which may be located a considerable
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distance from the building. (Attachment 1 lists the addresses and phone
numbers of the GSA Federal Protective Services Regional Offices.) It is

of prime consideration that every effort be made to implement the basic
physical control measures prior to, rather than after, occupancy. This

has the dual advantage of, first, giving assurances that the DOT space

and property will be afforded protection from the time of initial occupancy;
and, second, of avoiding the cost of redesigning the space for security
reasons at a later date. Some of the factors that are highlighted in

DOT 1660.4 are:

a.

b.

c.

Selecting Space.

(1) Avoid, if possible, separating or scattering offices throughout
the building.

(2) Attempt to locate the offices on the top rather than the lower
floors.

(3) If there is a mixture of DOT elements in the same building, make
an effort to locate them on the same or successive floors.

Controlling Access into the Space.

(1) Eduip with a locking system which gives the tenant.effective

Controlling Removal of Property, Equipment and Official Records.

control over who can get into the space during security hours
when the space is normally unattended.

(a) Provide for perimeter doors to be locked and for the
1ocking of interior rooms if needed.

(b) Assure effective key controls and lock changes if keys
become compromised. :

(2) If admittance is screened by a guard force, specify how authorized
persons are to be identified.

(3) Unless cleaning and building maintenance/repair is performed
during normal duty hours, determine how their presence during
security hours is controlled.

(4) If elevator service is provided for the space, assure that it
does not give uncontrolled access during security hours.

(1) Specify what property removal controls are applicable and report
all property thefts (see DOT 1660.1A).




DOT 1600.26 Page II-5
11-29-77

(2) Provide added protection for windows which are easily accessible
from the exterior and are not under guard observation.

(3) Place activities requiring most protection (e.g., involving
funds, sensitive information, etc.) in strategic locations in
space with minimum vulnerability.

(4) Determine how covert exit can be prevented without infringing
on safety requirements.

d. Obtaining Protective Services.

\1) Utilize available protective forces provided by GSA, the
building owner or the tenant agency.

(2) When no immediate guard service is available, establish liaison
with local law enforcement officials, advising of the security
hours and whom to contact in an emergency.

(3) Arrange for employee parking faciltty protection if needed.

2-6 CONTINGENCY PLANS. Contingency plans must be developed for all DOT manned

Facilities. Also, in accordance with 41 CFR 101-20.504.2, all agencies

- which occupy buildings and grounds for which GSA has space assignment
responsibility are required to develop and impiement a facility pro- .
tection plan to safeguard life and property in the event of all
emergencies, except for enemy attacks. The term "emergency" includes
situations occasioned by bomb threats, civil disorders, fires, explosions
and natural disasters. Within DOT, the term also embraces threats
directed specifically at ADP facilities and classified material. Described
below are the guidelines that should be followed in the development of

the protection plan. (Additional guidance is contained in Attachment 6.)

a. Preparation of the Plan. The responsibility for the development and
Coordination of the protection plan is normally that of the servicing
security element. However, the responsibility for developing all or
a portion of the plan may be delegated to the -management of the
facility, provided that the plan is submitted to, and approved by,
the security element. Necessary coordination should be effected
with other elements having an assigned role in the execution of the
plan. Designated employees who are a part of the organizational
staff should be specified in writing and trained in carrying out
their assigned functions. ' :

(1) In facilities where DOT is not the sole tenant (e.g., a Federal
0ffice building having multiple Government tenants) the agency
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having the largest number of employees has, in accordance with
the provisions of 41 CFR 101-20.504-2, the primary responsibility
for developing the facility's protection plan and for coordinat-
ing the plan with the other tenants. The only exception to this
criteria would be if an agreement is reached among all of the
agencies in the facility to designate another agency, other than
the largest one, to Prepare and coordinate the plan. In some
instances it may be necessary for DOT tenants to exercise the
initiative in developing the protection plan independent of,

or in concert with, the other agencies in the building.

(2) In leased space, GSA will coordinate activities with the primary
occupant agency and the lessor to insure that a comprehensive
Plan is available for the occupants of the GSA-leased space. The
GSA representative (building manager) is required to assist the
occupant agency(ies) and cooperate with the local authorities in
achieving the objectives of the Plan. Such assistance wil]
normally consist of providing the occupants with publications
dealing with emergencies in Federal buildings and technical help
in, for example, the operation of the utility systems and the
installation and maintenance of warning devices and firefighting
apparatus.

Activation of the Plan. As indicated in 41 CFR 101-20.504-2, the

decision to activate the protection organization is a critical one,
based on such factors as the up-to-the-minute intelligence, tensions in the
locality, preyious experience, sensitivity of the facility and the adyice
of the Tocal, state and Federal law enforcement agencies. Of course, when
there is an immediate danger to persons because of an actual fire, or
explosion or the discovery of an explosive device, then the premises

must be evacuated by sounding the fire alarm or other means prescribed

in the Plan. The decision to evacuate or not to evacuate a facility

rests with the official designated with such authority in the

protection plan based on the advice and counsel of the servicing

security element. To evacuate a facility prematurely or without ample
cause, as in the case of a bomb threat, is not only disruptive to the
operation but also lends éncouragement to the person making the threat.
Activating the emergency plan after normal duty hours does not, of

course, pose the same problems as it would when the facility is fully
occupied, if for no other reason than there are Jless people in the
building and less Tikelihood of disrupting the operation. 1In ei ther

case, however, the designated official must exercise the same prudent
Jjudgment in deciding whether or not to activate the emergency plan.

[t is also important that the Plan specifically state who is impowered

to act for the designated official in his absence, such as during the
evening hours or other periods when he may not be readily available.
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c. Components of the Plan. The following are some of the more common
situations that should be provided for in the Plan, recognizing that
no two situations are identical in every detail and that the parti-
cular circumstances will dictate the course of action to be taken.

(1) Malicious Damage. Malicious damage is damage or destruction

of property when such action results from other than normal
use, accidents, or forces of nature, including acts of vandalism,
arson, sabotage, etc.

(2) Unauthorized Acquisition of Information. Within DOT, the primary
target of any espionage activity would center on the obtaining of
classified information or sensitive and proprietary data prior

to its public release; such as, economic activity, future

allocation of Federal funds, proposed safety standards and
reguiations and sensitive personnel information. Such infor-
mation must be identified and afforded a proper degree of
physical protection and administrative control during periods

of emergency.

(3) Bomb Threats. while there is no foolproof method of preventing
such threats, or preventing their being carried out, the physical

security measures and procedures previously discussed will .assist
in lessening their chances of success. In times of disturbance
or on any other indication of dissidence or dissatisfaction,
control measures should be intensified. Especially important are
personnel identification and control and package and material
control. A1l building occupants,especiall security and mgintengnce
personnel should be alert for persons who %ook or act susp1c1ousqy.
A11 personnel should report suspicious objects, items or parcels
which do not appear to belong in the area where such items are
observed. Doors to utility closets, boiler rooms, fan rooms,
telephone wire closets and switchboards, and elevator machinery
rooms are especially vulnerable and should be kept locked, Keys
must be readily available, however, in the event a search is
necessary.

(a) Handling Bomb Threats. Bomb threats may be received either
by telephone or by written message. In.either case, the
immediate question arises as to whether or not the threat
is genuine. In some instances, notification of the place-
ment of a bomb has been made by persons who intend only to
cause damage to property or equipment and do not-want. to
cause death or injury to personnel. The decision concern-
ing the possible evacuation of the threatened building(s)
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or area(s), and the shutting down of utilities, should be
based primarily on how valid the bomb threat is considered
to be. Another important decision to be made is as to
whether or not an announcement of a bomb threat should be
made. Such a public announcement may well result in panic.
Consideration may be given to making an announcement in a
code known only to selected personnel, or disguising it as
a practice fire drill. (Note, in a fire situation it is
normal to close all doors and windows to delay spread of
the fire; in a bomb situation, however, it is better to
leave §11 doors and windows open to dissipate the explosive
orce.

Telephone Bomb Threats. Persons likely to receive such a

call should be briefed, and trained as necessary, in the
following procedures:

(1) Attempt to keep the caller on the line as long as
possible to permit tracing and to gather further
information.

(i1)  Record in writing the exact words of the caller,
Attempt to ascertain the location of the bomb, type
of device, what it looks Tike nd expected time of
detonation.

(ii1) Attempt to determine the sex, the approximate age,
and the attitude of the caller, specifically any
reasons or motives for his actions in nlacing the
bomb.

(iv)  Note any background noise, which may provide a clue
tu the caller's location.

(v) Note any accent or peculiarity of speech which may
help to identify the caller.

(vi) If time permits, ask the caller a question such as
"Who is this calling, please, or "What is your name ?

NOTE: The items listed above may be placed on a locally-
devised form, to serve as a checklist and a means of record-
ing information. In appropriate situations, such forms may
be distributed to all personnel likely to receive such calls
so that they are familiar with them and are instructed in
their use. A sample form, which may be adapted as appro-
priate, is in Attachment 2.
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(4) Civil Disturbances. Civil disturbances ave group acts of
violence and disorders prejudicial to public Taw and order
and may have an effect on the physical security of a facility.
Rioters may breach the perimeter and cause injury to personnel
and damage to property of all types through sabotage or looting.
Physical security plans must include provisions for the pro-
tection of personnel and property in the event of civil
disturbances. Such provisions must prescribe specific
responsibilities for all actions required to protect personnel
and property; they must designate priorities of protection,
based on analyses of criticality and vulnerability; and they
must be continuously reviewed and revised based on all available
intelligence concerning the causes and extent of actual or
potential disturbances. (NOTE: DOT 1600.23, Demonstrations in
or near Government Buildings, should be consulted for specific
guidance on the subject of demonstrations at DOT facilities.)

Testing of Contingency Plans. Experience has demonstrated the value

oF such tests in validating backup provisions; it is not unusual to
discover gross deficiencies despite the most careful planning.

Similar tests of procedures for fire fighting, loss control, evacuation,
bomb threat and other emergencies will give assurance that plans are
adequate and workable and will at the same time provide an opportunity

" for training of personnel. Each test should have a specific objective.

A team should be assembled to prepare 2 scenario for the test, to
control and observe the test, and to evaluate the results. This
evaluation will provide guidance for modifications to emergency plans
and for additional training. The important point is to be sure that
the emergency plans have substance and do, in fact, contribute to

the security of the facility.
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length of the supporting arms and the number of strands can be increased
when required. The supporting arms are affixed to the top of the fence
posts and are of sufficient height to increase the overall height of the
fence at least one foot. Many fences employ a double top guard facing
both outward and inward which gives added protection (Figure 3-3). The
top guard may be fixed or on springs. The spring type overhang increases
the difficulty of scaling the fence. Where a building of less than three
stories is used to form a part of the perimeter, a top guard should be

- used along the outside coping to prevent access to the roof.

3-6 DESIGN OF PHYSICAL BARRIERS. The following specifications are set forth
as guidelines for planning and designing physical barriers.

a. Fences: Fences should be extended to within 2 inches of firm ground.
They should be located not less than 50 feet nor more than 150 feet
from the location of interior buildings or object of protection. They
should be designed so there is at least 20 feet clearance between
perimeter barriers and exterior structures, parking areas, or other
natural features which would offer concealment or facilitate unauth-
orized access to the protected area. Where this is not possible
due to property lines, the location of a facility, or adjacent
structures, the perimeter barriers should be increased in height.

Other barriers. Where walls, roofs, doors or windows, or combinations
Thereof serve as barriers, they should, in general, be of such
construction and be so arranged as to provide protection equivaient

to that provided by chain 1ink fencing. For example, when masonry
walls provide the perimeter barrier, they should be of minimum

height specified for fencing and augmented by the barbed wire topping.
when of less than the specified minimum height, they should be topped
with chain link fencing (or equivalent) to attain the minimum height
requirements. Under some circumstances it may be desirable to
increase the height of the fence gradually until it is double the
original height at the point where it meets the building. When a
building constitutes part of the perimeter barrier, it is not
‘necessary to supplement it with fencing, provided that the side of the
building facing the perimeter does not offer any potential points of
ready access.

- 3-7 PERIMETER ENTRANCES.

a. The number of gates and perimeter entrances in active use should be
1imited to the minimum required. This is mainly a matter of having
sufficient entrances to accommodate the peak flow of both pedestrian
and vehicular traffic, and adequate lighting for rapid and efficient
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inspection. When gates are not manned during nonduty hours, they
should be securely locked, i1luminated during hours of darkness, and
periodically inspected by a roving patrol.

b. Semi-active entrances, such as extra gates for use during peak traffic
flow, and railroad siding gates, should be locked at all times when
not guarded.

c. Inactive entrances (those used only occasionally) should be kept
locked and subject to strict key control and inspection.

d. Utility openings which provide access to areas within the perimeter
barrier should be locked, guarded, or otherwise provided security
equivalent to that of the perimeter barrier.

3-8 PROTECTION IN DEPTH. On a very large installation, such as a large-scale
Testing facility, it may be jmpractical to construct an expensive perimeter
fence and to keep it under constant observation. Since such an install-
ation is usually established in a sparsely inhabited area, its comparative
jsélation provides reasonable perimeter protection. Under these circum-
stances the posting of warning signs or notices, the reduction of access
roads, and periodic patrols in the area between the outer perimeter and

the inner area of the installation may be sufficient.

PROTECTIVE LIGHTING.

a. This safeguard has considerable value as a deterrent to thieves and
vandals. It is an essential element of an integrated physical
security program.

b. Requirements for protective lighting at facilities will depend upon
the situation and areas to be protected. Each situation requires
careful study to provide the best visibility that is practicable for
such security functions as checking of badges and people at entrances,
inspection of vehicles, prevention of illegal entry, detection of

. intruders both outside and inside buildings and other structures,
and investigation of unusual or suspicious circumstances. Where such
lighting provisions are impractical, additional security posts,
patrols, or other security means will be necessary.

c. When planning protective lighting the following should be considered:
(1) Adequate illumination to discourage or detect attempts to

penetrate an area and to reveal the presence of unauthorized
persons within the area.
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(2) Light sources located to insure that illumination is directed
toward probable courses of intruders.

(3) Shadowed areas caused by structures near or adjacent to vital
areas should be illuminated.

(4) Design should provide for overlapping 1ight distribution, and
protection against intentional damage.

(5) Emergency power should be included for the protective 1ighting.
Controls and switches should be Tocked at all times. A central
station for locating these devices should be provided. (See
Attachment 3 for specific i1lumination standards.)

3-10 PERIMETER INTRUSION DETECTION. The primary means of perimeter protection

3-11

continues to be personal observation. However, such observation is usually
limited to that performed by periodic patrols. Intrusion detection devices
may be a valuable additional security aid if the perimeter requires
continuous surveillance. The decision to use such devices depends upon
the vulnerability and sensitivity of the protected area, the degree of
protection deemed necessary, and the security aids currently in use.
Chapter VIII provides guidance on many types of intrusion detection
systems and equipment which may be used for perimeter security.

DEVICES FOR GATE PROTECTION.

a. Usually, gates are protected by the use of locks and intermittent
patrol checks, or by fixed posts. Intrusion detection devices at gates
are not normally justified. However, if the gate is used only inter-
mittently, or if additional protection is desired for the gate portion
of the perimeter fence line, some such device may be usefully employed.
Among the various devices that may be employed for controlling access
at the gates are coded card keys, pushbutton combination and closed-
circuit television (CCTV). Described below are some factors to be
considered in the use of CCTV.

b. CCTV, while not an alarm device in itself, is very useful in physical
security operations and is frequently used as an admittance control
or to complement an alarm system. This may be accomplished by placing
cameras at critical locations with direct visual monitoring from a
remote vantage point (Figure 3-4),

C. Closed circuit television may be used on gates that are not manned
continuously. This system normally consists of a television camera,
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monitor, and electrical circuitry. The camera may be remotely
controlled by the monitoring personnel. TV on gates may include the
use of a two-way communication system between the monitor panel and
the gate lock. With this device, the person at the monitor panel

can be alerted on the speaker by a person desiring to enter, determine
his authority to enter and then release the gate Tock.

TV controls should be enclosed in metal housing and properly secured
to preclude any tampering by unauthorized personnel.

One problem in TV usage is the light intensity required for some
cameras. This requirement must be considered before the system is
purchased and installed. TV cameras are available which operate

on a low 1ight level. Their cost, however, is greater than others
which require higher light levels. Other factors which must be
considered are the initial cost of the system and weather conditions.

<
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A simple system to cover a limited area
may [ust require one camera and three moni-
tors as shown at left,

il 2z2coo i
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MONITOR

Or, to reverse the requirements, where
the areas need to be covered with only one
guard on duty, you can have three cameras
and one monitor and a switcher.

In this system, viewers in two different
areas can monitor areas surveilled by three
cameras with the aid of two switchers.

"ARFA" SYSTEM
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CHAPTER 1V

4-1 BUILDING CONTROLS. After an adequate perimeter defense has been designed,
or if the buildings themselves constitute the perimeter barrier, the next
line of defense at the exterior of the buildings must be planned
(Figure 4-1). The extent to which the building exterior has to be
secured is dependent on a number of variances; for example, the relative
criticality of the facility, its location, whether it is manned or un-
manned and working hours. Consideration should be given to securing any
opening 96 sq. in. or larger and which is less than 18 feet above the
ground. The roof, basement, and sides of each building must be examined
for potential entrances. The area being protected by this Tine of
defense should be considered to have not only sides but a top and a
bottom. The most obvious entrance in this line of defense is through a
door or a window. A trespasser may also utilize such openings as man-
holes, grates that lead to basements, elevator shafts, openings for
ventilating equipment, and skylights. The interior area also might be
penetrated through the walls or roof of a building.

4-2 DOORS.

_a. A door may be an inviting entrance for an intruder because of
convenience. Vulnerable points at the door are the frame, the
hinges, door panels, and the Jock. The door should be installed so
that the hinges are located on the inside of the doorway. If this
is not possible, the hinges should be installed so that they cannot
be removed by taking out the screws or so that they will withstand
the use of a chisel or similar cutting device. Also the pins in
exterior hinges should not be removable. They should be welded,
flanged, or otherwise secured.

Y. The door should be of metal or solid wood construction. If a wooden
door is not of solid core construction or contains panels less than
1 3/8 inch thick, it can be covered on the inside with at least
16 guage sheet steel attached with screws to provide additional

N
protection.
|
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Figure 4.1 — BUILDING DEFENSE
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Wire mesh (No. 9 guage, 2 inch square mesh) or bars can be used to
protect a glass panel in the event it is necessary to utilize this
type of door. If jron bars are used, it is generally recommended
that the glass panel be covered with bars at least 1/2 inch round or
1 inch by 1/4 inch flat steel] material, spaced not more than 5 inches
apart. The spacing of the bars would depend upon the type and
accessibility of the locking mechanism. Iron or steel grills of at
least 1/8 inch material of 2 inch mesh is also considered acceptable
Protection. If either mesh or bars are used, they should be securely
fastened so that they cannot be pried loose. Rounded head flush
bolts are usually considered best for this purpose. If possible,
mesh or bars should be installed inside the door.

should be protected by slide bolts on the bottom bar. Chain-operated
doors hould be provided with a cast jron keeper and pin for securing
the hand chain, while the operating shaft on a crank-operated door

should be secured. A solid overhead, swinging, sliding, or accordion
garage-type door should be secured with a cylinder Tock or a padlock.
Also, a metal slide bar, bolt, or crossbar on the inside should be

provided. Metal accordion grate or

Windows are also a possible method of gaining access to a facility.
If a window can be opened, it should be secured on the inside. A
bolt, a slide bar, or crossbar with a padlock may be used. The
window frame must be securely fastened to the building so that it
cannot be pried loose and the entire window removed. As with glass
Panels in a door, it should be remembered that window glass can be

lock. Bars or steel grills may be utilized to protect a window.

They should, if possible, be installed in the inside of the window

to ensure maximum protection. Iron bars should be at Jeast 1/2 inch
round or 1 inch by 1/4 inch flat steel material, spaced not more than
5 inches apart. If a grill is used, the material should be No. 9
guage, 2-inch square mesh. Outside hinges on a window should have
nonremovable pins. The hinge pins may be welded, flanged, or other-
wise secured so that they cannot be removed.

Bars or grills must be securely fastened to the window frame sg that
they cannot be pried loose.
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If a window is not needed for ventilation, glass brick will provide
maximum security because it is difficult to penetrate. Any part
of the window 18 feet or less above the ground can be considered

to be a potential easy access point and should be secured.

Small panes of glass set in steel framework cannot be considered to
be secure construction. An intruder can break a pane of the glass
and unlock the window on the inside by reaching his hand through

the opening. The metal portion is not intended to give any protect-
jon against forced entry. As a result, by breaking several panes
of the glass, it is easy to cut or break out the metal framework.

4-4 MISCELLANEOUS OPENINGS.

a.

Many sites have manholes which provide entrances into the buildings
for service purposes. Others may provide entrances to utility tunnels
containing pipes for heat, gas, and water as well as other utilities
such as telephone conduit. If a tunnel penetrates into the interior
of a building, the manhole cover must be secured to eliminate the
potential entrance. A chain and padlock can be used to secure a
manhole. Steel grates and doors which are flush with the ground
level may provide a convenient access to the basement. These
openings may be designed into the facility as service entrances or
outside elevator entrances, or they may provide light and fresh air
to the basement level. If the frame is properly secured, the grates
or doors can be welded into place or they can be secured with a

chain and padlock. Sewers or storm drains might provide an entrance.
If the opening for drains from the facility are sufficient to provide
a potential entrance, they should be secured.

The roof of a building may erroneously be regarded as secure because
it may appear to be difficult to reach. However, an intruder can
easily find ways to get onto the roof of a building. It then becomes
an excellent point of entry because a trespasser can often work
without being detected. Openings in elevator penthouses, hatchway,

.or doors to the roof are sometimes overlooked because they may not

be used often. These potential access points must be properly secured
by Tocks, bars, etc., and must be inspected periodically to ensure
that they have not been left unsecured after use. Skylights are
another good source of entry on the roof. These openings can be

protected the same way windows are secured -- with bars or mesh.

Such protection should, if possible, be installed inside the opening
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to make it more difficult to remove. Although a transom may appear to
be small, it must not be overlooked as a potential entrance. A simple
solution is to seal transoms permanently. However, if it is decided
that they are needed, each transom should be locked from the inside with
a sturdy sliding bolt lock or other similar device or be equipped with
bars or grills.

Ventilating shafts, vents, or ducts, along with openings in the build-
ing to accommodate ventilating fans or the air conditioning system, are
also possible entrances. A ventilating shaft or duct may be large
enough to provide a potential entry in%o the building from the outside.
A ventilating fan can be removed, or it is sometimes possible to bend
the blades enough to make a sufficiently large opening. Screens in a
ventilating shaft or duct are generally considered less desirable than
bars because screens have a tendency to interfere with the free flow
of air.

4-5 FIRE ESCAPES AND BUILDING WALLS.

a.

Outside fire escapes will usually not provide an entrance directly into
the building. However, if a fire escape is not properly designed, it
can provide an easy access to the roof or to openings high above the
ground level. Windows or other openings leading off the fire escape
should receive special security attention, because a trespasser would
find such an opening an easy method of entry if it were not properly
secured. The fire escape should not extend all the way to the ground.

Walls are normally not considered possible points of entry because of
their usual solid construction. However, they cannot be disregarded
because intruders break through them to gain entrance. For example,

a common wall between two buildings can be » notential hazard. If

one of the buildings is of light construction or is not properly
secured, the intruder can gain easy access to it. He can then leisurely
work his way through the common wall between to reach the area or
building to which he wants access. Basement walls may also provide a
point of initial entry. Once inside the basement, the intruder can then
work to enter the upper part of the building without being so conscious
of noise and light.
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CHAPTER V

5-1 INTERIOR SECURITY CONTROLS. The third, and perhaps the most important
Tine of defense is the interior controls. (Figure 5-1) If an intruder
js able to penetrate the first and second lines of defense (i.e., the
perimeter and building exterior controls), the effectivenss of the
interior controls takes on added importance. There are also few
facilities where every employee would be entitled to have across-the-
board access to every area in the facility. Some critical areas, by
necessity., have to be noff-1imits" if there is to be any semblence of
internal security. The extent of the interior controls within the
facility will be largely determined by the value and importance of
the items and areas to be protected and the vulnerability of the
facility to unauthorized entry both during and after normal working hours.

® ALARMS

® LIGHTS
PERIMETER DEFENSE ® GUARD PATROLS

INTERIOR. DEFENSE
®CONTROLLED
AREA!

® SECURED OPENINGS
® ALARMS

e LIGHTS

® LOCKS

® GUARD POSTS

® RECEPTIONISTS

® STORAGE
CONTAINERS

o ALARMS

® LOCKS

® LIGHTS

» PATROLS

Figure 5.1 — INTERIOR DEFENSE

5-2 CRITERIA FOR THE DESIGNATION OF CRITICAL AREAS. While there can be no
fixed criteria for identifying such areas, the following guidelines may
be useful in identifying them:

a. Areas necessary for the continuing operation of the activity, which
would be difficult to duplicate or restore. Examples: Communication
facilities, auxiliary power sources, water supplies, pumps, regulators,
telephone and electrical closets, air conditioning rooms, boiler
rooms, etc.




b.
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Areas in which monies or negotiable/sensitive forms are kept, such as:

(1) Government Travel Requests and airline tickets (including ticket
stock) in travel offices.

(2) Funds in credit unions and imprest funds.

(3) Purchase order forms (e.g., SF-44's) in procurement or purchasing
offices.

(4) Official passports in trave] offices.

(5) Credit cards (e.g., AT&T, Government National Credit Card, SE-149)
in the issuing offices.

Areas which require controlled access in order to preclude interference
or disruption of the activities within the area; for example, computer
rooms, air traffic control room floors, air traffic control towers,
Coast Guard Rescue Contro] Centers, test facilities, etc.

Areas containing classified material which is of such a nature that
access to the area is tantamount to having access to the classified
information, e.g., classified charts posted on the walls or classified
documents stored in open shelves within a vault.

Areas used for the storage of valuable or sensitive equipment or data; -
e.g., loan pools, electronic equipment rooms, warehouse areas, mailrooms,
personnel offices, labor relations offices, medical offices, procurement
activities, testing areas, etc.

Areas which, because of the personnel safety hazards involved, require
restricted access.

CONTROLLING CRITICAL AREAS. Some means of controlling critical areas:

a.

b.

Physical segregation from adjacent areas.
Employee surveillance of area.

Locked rooms (door bell arrangement).
Vault-type structure or strongroom.

Adequate identification (e.g., coded badges, access Tists).
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f. Fixed guard post or receptionist stationed at entrance.

g. Electrical/mechanical push-button combination locks.

h. Visitor control (e.g., escorts and sign-in 1og).

i. Electronic card/key system.

-4 PROTECTION OF GOVERNMENT FUNDS. The physical security standards outlined

Delow apply to all Government funds which include, without being 1imi ted
to, revenues and funds of the United States. Funds are primarily con-
sidered monies (i.e., coins and currency). However, checks, bonds, etc.,
should also be considered as falling within this definition. A fund
activity is interpreted as any DOT activity or function approved by the
head of the DOT facility to handle Government funds; such as, imprest
funds, disbursing offices or collection offices. (Although the below
requirements do not generally apply to funds controlled by private
associations which are physically located within DOT space (e.g., credit
unions, employee recreation associations, concessionaires), the servicing
security element should encourage such activities to adopt the same or
equivalent protective measures in order to decrease the possibility of a

robbery or loss of funds.)

a. Responsibilities.

(1) The fund activity custodians have the primary responsibility
for insuring that the funds entrusted to their care are pro-
tected as prescribed herein, preparing written standard
operating procedures (SOP) for safeguarding the funds and
insuring that all employees are familiar with the procedures.
The SOP should, among other things, outline the action to be
taken in the event of a robbery attempt during operating hours
and the steps to be taken to reduce the cash on hand to the
minimum required for efficient operation.

- (2) The servicing security element should (a) coordinate with the
fund custodian to insure that adequate protection procedures
are developed and implemented; (b) conduct periodic inspections
of the security controls to verify that the procedures are
being followed and that the physical security controls are
functioning properly (e.g.. CCTV, "panic" alarms, hold-up
cameras, security containers); (c) change, or give instructions in

changing, the combination(s) to the containers utilized for

the storage of the funds and (d) followup as appropriate on all

reports received regarding the loss, shortage or theft of funds.
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Security Factors. The following factors should be taken into consider-

ation by both the fund custodian and the security element:

b.
(1)
(2)
(3)
(4)
c.

The location and type of building in which the fund is situated
(e.q., commercially-owned building versus a Government-owned or
leased building);

The specific location of the fund (e.g., proximity to elevators
and stairwells, and whether or not it s located in a segregated
area as opposed to an open work area);

The relative crime rate in the area which the building is located;

The closeness and response time afforded by the local law enforce-
ment authority.

Administrative Safequards. Fund activities require various procedural

safeqguards to protect the funds -and the employees concerned, including,
but not limited to, the following:

Screen from public view as much of the handling of funds as
practicable.

Develop emergency procedures to follow in event.of a hold-up or
other critical situations.

Obtain advances in the form of several checks, to be cashed only
as needed.

Perform sizeable cash transfers in an inconspicuous and non-routine
manner when required.

Provide an escort (armed or unarmed depending on local conditions)
to move funds in excess of $2,000 between the fund activity and
depositories.

Maintain accountability protection for alternates and subcashiers
by providing separate cash boxes or safe drawers.

Avoid the intermingling of funds with classified material and items
of intrinsic value.

Require positive safe closing and checking procedures when the
fund is unattended during the work day and at close of business.
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(9) Limit to a minimum the employees allowed access to the storage
container and the lock combination and changing the combination
as required. (See subparagraph e(2) below.)

d« Fund Storage.

(1) For funds averaging $500 or less on hand:

. (a) Funds shall be stored, preferably, in a GSA-approved security
container which has an internally fixed label stating the
Federal Specification it was manufactured under and the
security protection it affords and an external label read-
ing: "GENERAL SERVICES ADMINISTRATION APPROVED SECURITY
CONTAINER (MANUFACTURER'S NAME)"; or,

(b) In a metal file cabinet equipped with a steel bar and
secured by a three position, dial-type, changeable
combination padlock (see Chapter X, paragraph 10-9b. for
approved padlocks).

(2) For funds averaging more than $500 but less than $2,000 on hand:

(a) Funds shall be stored in a GSA-approved security container;
and

(b) During non-working hours, entry to the room, building or
structure in which the container is located shall be
controlled by locked entrances.

(3) For funds averaging more than $2,000 but less than $15,000 on
hand:

(a) Funds shall be stored in a Class 1, 2, 4 or 5 GSA-approved
security container; or,

(b) In a mercantile safe which meets or exceeds Underwriter
Laboratory TL 30 label, or

(c) In any GSA-approved security container provided the specific
- room in which the container is located, or the container
itself, is equipped with an approved alarm system (see
Chapter VIII) and the response time to an activated alarm
does not exceed 10 minutes.

(4) For funds averaging more than $15,000 but less than $50,000:

(a) Funds shall be stored as prescribed in (3)(a) or (b); and,
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The fund storage container shall be located in a fund storage
room that meets the criteria set forth in paragraph g. below;
and,

The container itself shall be equipped with an approved alarm
system.

For funds averaging more than $50,000 on hand:

(a)

(b)

Funds shall be protected as prescribed in (4) above; and,
if practicable,

The funds shall be divided into more than one approved
container.

e. Combinations to Storage Containers.

(1)

General Precautions:

(a)

Lock combination records, including, when applicable, duplicate
keys to the cash boxes, shall be given the same degree of
protection as the fund. Combination records stored in an
alternate repository for emergencies shall be placed in
sealed envelopes which are signed and dated across the seal,
and which are marked to be opened only in an emergency or
when the combination is to be changed.

Combinations shall be memorized by authorized individuals.
Records shall not be carried in wallets or concealed on
persons or in the office. Knowledge of the combination will
be restricted to a minimum number of employees.

combinations shall be changed:

When the container is first put into use.

Annually.

When there is a change of fund custodian or other person
authorized to know the combination.

When emergency access to the funds in the absence of the fund
custodian is required.

When the combination has been compromised.
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f. Supplemental Safequards. In addition to administrative and storage
safeguards, the following supplemental measures should be considered
when warranted by the risk factors:

1) Panic or hold-up alarms.
2) Closed Circuit Te1evisioﬁ.
3) Hold-up camera.

) Bullet resistant partitions.

5) Money clip alarms.
) Daytime cleaning.
7) Single entrance.
) Hold-up packets (recorded bills).

g. Fund Storage Rooms. For funds averaging more than $15,000 on hand,
the fund storage container shall be located in a storage room as an
additional line of defense. Properly designed rooms secured by a
proprietary lock can compensate for the absence of a desirable
location for the fund activity (e.g., located on the ground floor
as opposed to an upper floor). The basic design features that
should be included in the construction specifications are:

(1) Walls, Floors and Ceilings. These should be designed to minimize
forced or surreptitious entry. Planning should provide for the
use of an alarm system to overcome such construction deficiencies
as insert-type wall panels and false ceilings, i.e., where the
walls do not extend to the true ceilings.

(2) Doors. The number of doors providing access to the room should
be kept to a minimum. They should be so constructed as to afford
reasonable assurance against forced entry.

(a) Solid doors should be installed or hollow doors covered with
9 to 12 guage security screen or 16 guage sheet steel,
fastened with smooth-headed bolts and nuts and peened in
place.

P
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(b) Exposed removable hinge pins should be Jimmy-proof and,
preferably, should be bolted to the inside of the door.

(3) Windows. There will be a minimum number of windows, and all
windows will be secured during non-duty hours. If the room has
an exterior window or window on a hallway, it will be protected
by screens or bars or an intrusion alarm. The frames holding
the screens or bars will be securely affixed.

(4) Vents, Crawl Space and Suspended Ceilings. These should be
examined to determine whether they would allow illegal entry.

(a) Openings for heating and ventilating ducts will be kept
to a minimum. Duct terminals and connection points will
be in an exposed location, where they may be readily
observed to detect tampering.

(b) Openings of 8 inches or larger will be protected with 9
to 12 guage steel mesh. The steel mesh will either be
welded to the duct, or be secured with smooth-headed
bolts, with nuts peened in place to prevent removal.

(5) Security Lighting. Night lighting should be provided for any
fund container that is visible either from.common hallways in
the building or from outside the structure.

5-5 PROTECTION OF CONTROLLED SUBSTANCES, DANGEROUS DRUGS AND NARCOTICS.
Controlled substances listed in Part 1308 of 27 CFR on Schedules I
(opiates), II (opiate derivatives), Il and IV (stimulants and depressants),
and V (Narcotic drugs) should be stored in a security container listed in
‘the Federal Supply Schedule; or as a minimum, in a safe or filing cabinet
having a built-in three position, dial-type combination lock and being of
such weight, size, construction or installation as to minimize the
possibility of surreptitious entry or forced entry. As an additional
safeguard, the container should be placed in a room secured by a pro-
prietary lock and strict accountability maintained over the issuance and
control of the keys.

5-6 SMALL ARMS AND AMMUNITION STORAGE AND PROTECTION.

a. Site Selection. Small arms and ammunition shall only be stored in
Government facilities. Small arms storage facilities shall not be
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Jocated in isolated areas or in any building that is unoccupied for
prolonged periods of time. Small arms should, if at all possible, be
stored within facilities which are manned 24 hours a day. Criteria
for shipboard arms and ammunition storage areas are set forth in
Attachment 4.

b. Construction Standards. The following are minimum construction
standards for small arms and ammunition storage facilities. (NOTE:
If there are only a few weapons involved and they are stored in a
GSA-approved security container, then the facility construction
standards set forth below are not applicable.)

(1) The room or building shall be constructed of concrete or masonry.
The floor and ceiling shall be constructed with material of
similar strength.

(2) A1l doors shall be solid core metal or wood. Wooden doors
shall be reinforced externally by 16-guage sheet steel cover,
so installed as to preclude easy removal.

(3) Hinge pins shall be concealed or located on the inside of the
room. 1f this is not possible, hinge pins will be spot welded
or brazed to prevent removal.

(4) A1l doors will be secured by a high-security key-actuated
padlock gFSN 5340-799-8248) and associated hasp (FSN K2 5340-
178-7875).

(5) Windows and other openings shall be bricked-up or shall be
protected by 7/8 inch steel pipe or % inch steel rod, spaced
not more than 4 inches apart, and embedded in concrete or
masonry or welded tosteel frames securely anchored to the
building by smooth head bolts.

(6) Each facility will be protected by an intrusion detector.

c. Protection.

(1) Small arms shall be stored in locked racks (preferably steel)
or in Class 5 weapons storage containers. However, if there
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is only a very limited quantity of weapons to be protected,
they may be stored in any of the other GSA-approved security
containers.

(2) Illumination will be provided over all entrances to the arms
storage room or building.

(3) If there are windows, lighting shall be maintained within the
storage room or building during hours of darkness to facilitate
security checks.

(4) A1l arms and ammunition storage rooms or buildings will be
periodically checked by guards.

(5) Where feasible, slides, bolts or other vital parts which render
small arms inoperable should be stored separately.

5-7 PROTECTION OF GOVERNMENT PROPERTY. The protection of property, including

the prevention of theft of Government supplies and equipment, should be
one of the chief concerns of management. Pilferage is probably the most
common and annoying hazard and can, if unchecked, assume such proportions
as to affect the overall operations of the facility. Pilferage is often
difficult to detect, hard to prove and, above all, dangerous to ignore.

a. Theft Factors. Actual losses due fo theft depends on a number of
factors, among which are:

(1) The type, amount and accessibility of the equipment and supplies
and their location within the facility.

(2) The number of persons employed at the facility and the shifts
worked, including overtime.

(3) The relative crime rate in the surrounding communities.

(4) The effectiveness of the property management program in terms of
conducting physical inventories of accountable property and
promptly reporting unexplained shortages or known thefts to the
security element, especially for that property referrad to as
"sensitive" or "personally-attractive" items.
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(5) The adequacy of the external and internal physical security con-
trols, plus the use made, for example, of specialized devices for
securing in-place office equipment.

(6) The degree to which employees assume personal responsibility for
safequarding property entrusted to their care and their general
security consciousness.

Theft Targets. Listed below are typical areas in a facility where one
would normally expect to find pilferable equipment and supplies. The
list is not intended to be all-inclusive, but rather it is designed to
serve as a starting point for security elements to use when conducting
in-depth security surveys of the facilities under their cognizance.
The common denominator in these and similar storage areas is that they
usually contain items which lend themselves to concealment, which are
of relatively high value and for which markets are readily available.

(1) Shipping and Receiving. Such operations are extremely vulnerable
to systematic theft. For instance, it is here that facility
employees and truck drivers have direct contact and a readily
available means of conveyance which offers a tempting opportunity
for collusion. From a physical security standpoint, the shipping
and receiving doors should be kept closed when not in use and
deliveries, particularly those containing high-value items, should
not be left unattended for an extended period of time and certainly
not for overnight or weekends. Constructing a secure "holding area"
is one means of protecting undelivered high-value items.

(2) Loan Pools. Loan pools are an inviting target because of the wide
range of items that usually appear in the inventory (e.g., office
equipment, recorders, video and motion picture equipment, cameras,
etc.). In addition to segregating and securing the loan pool,
the administrative controls must be strictly observed: maintaining
current inventory records, establishing a 1imited charge-out period
and following up on overdue items and 1imiting access to the loan
pool. Expendable items such as film and tapes, which are not
subject to strict accountability, should nevertheless be afforded
adequate physical protection.

(3) General and Specialized Storage Areas. Supplies and equipment which
are stored in permanent or semipermanent storage areas or warehouses
are vulnerable to theft if adequate precautionary measures are not
taken. Access to storage areas containing building materials,
automotive and oil supplies, tools, etc., need to be tightly con-
trolled because of the personal use which can be made of such items.
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Since they are not ordinarily accounted for in the property
management control system, it becomes vitally important that

such items be afforded adequate physical protection. In
addition, chargeout procedures should be gstablished that would
discourage, if not prevent, employees from drawing such materials
for other than official purposes. In large warehouses, consider-
ation should also be given to physically segregating high-value
items from the general storage area in, for example, wire cages
secured by approved combination padlocks. Where storage areas .
are located in a remote area, they should be given the added
protection of an intrusion alarm system. (See Chapter VIII on
Intrusion Alarm Systems.)

(4) Miscellaneous Areas. Such special purpose areas as boatyards,
nangars, navigational aids, control towers, test vehicles,
seaway lock operations, etc., are vulnerable to tampering or
interference with their normal operations and should be afforded
a reasonable degree of physical protection against unauthorized
entry and be posted accordingly.

c. Theft Prevention Measures. The specific measures for prevention of
theft will be based on a carefyl] analysis of the conditions at each
facility. Some suggested methods for combating losses due to theft
are to:

..) Establish appropriate perimeter fencing, lighting, and parking
facilities and effective pedestrian, railway, and vehicle gate:
security controls.

(2) Establish an effective property removal control system in
accordance with the provisions of DOT 1660.1A.

(3) Investigate all thefts/losses quickly and thoroughly.

(4) Maintain an effective key control system.

(5) Maintain adequate security patrols to check buildings, grounds, -
perimeter, and likely locations which might be used for conceal-
ing stolen property.

(6) Install mechanical or electrical intrusion detection devices
where practical.

(7) Store bulk quantities of highly pilferable items in enclosed
stock areas.
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(8) Identify all tools and equipment by some mark or code so that
government property can be distinguished from non-government
property.

(9) Require charge-out procedures for all tools and equipment.

(10) Insure adequate inventory and control measures are established
which account for all material, supplies and equipment.

Property Management System. There is a direct correlation between the
efficiency of an activity's property management program and the theft
prevention program. Each is an indispensable element of the other.

If the property accounting and reporting procedures are slipshod or
performed in a perfunctory manner, then the likelihood of uncovering
stolen or lost property in a timely fashion is significantly decreased.
Conversely, if there is a close working relationship between the security
and property management offices, the chances of stopping or curbing the
thefts increase proportionately. The most common deficiency is the
failure (usually inadvertent) on the part of the property custodians
and/or the activity's accountable property office to report promptly

to the security element any actual or suspected thefts of "in-use
personal property®™ that come to their attention; for example, as a
result of the annual physical inventories of personal property. (NOTE:
Personal property, as defined in the property management regulations,
is all tangible property except real property and records.) It is also
not uncommon to find that lost or stolen property has been surveyed and
“written-off" by the accounting activity (i.e., removed from the records
and accounts) without security having any knowledge of the incident.

To prevent this from occurring, the property management procedures
should make it clear to the property custodians the importance of
reporting any instances of loss, stolen or missing property to the
servicing security element, instead of only reporting through the
property management channels. The activity's accountable property
officer should, in turn, double-check to insure that such reports are
being submitted. Some additional points concerning property management
are:.

(1) The criteria commonly applied for property accountability purposes
is that the item must have a useful 1ife of more than one year and
a unit value (when acquired) of $300 or more. This figure is
usually lowered to $50 for sensitive jtems which are particularly
susceptible to loss or theft; e.g., pocket calculators, adding
machines, cameras, recorders, tools and binoculars. Although items
of less than $50.00 may not be subject to strict accountability
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procedures, they should, nevertheless, be provided adequate
physical protection.

(2) Accounting methods are not designed primarily to pinpoint thefts;
consequently, such losses may remain undetected or be grouped
together with other shrinkages, thus effectively camoutlaging
them for all practical purposes.

(3) A common assumption is that unaccounted for property is merely
misplaced or borrowed and not stolen. This can often prove to
be a deceptive and dangerous line of reasoning.

(4) Other factors which can contribute to inventory shrinkages arer
the failure to detect shortages in inceming shipments, improper
stock usage, poor stock accounting, poor warehousing, improper
handling and recording of defective and damaged stock and
inaccurate inventories.

(5) In some cases inventory losses may be impossible to detect
because of the nature and quantities of materials involved.
Stock inventory records may not be locally maintained, or there
may be methods for spot checks or running inventories. This
is an undesirable situaticn and should be corrected.

e. Physical Protection of Office Equipment. A1l office equipment, parti-
cularly Ttems valuad at 5300 or more, such as typewriters, desk calculators,
dictating equipment, shall, to the maximum extent possible, be secured

in place by a lTocking device. Exceptions to this requirement may be
granted only by the head of the particular tacility or activity when it
has been determined that Special conditions exist that would obviate the
need for such security measures. Items of lesser value which do not lend
themselves to this approach, such as pocket calculators, cameras, tape
recorders, slide projectors, shall be protected at all times when not in

personnel have access. (Figure 5-2, depicts several of the devices listed
on the Federal Supply Schedule.)

Vertical line denotes change.
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CHAPTER VI

6-1 LOCKS AND KEY CONTROL. The security of any property or facility relies
heavily upon physical locking devices. This is particularly true within
the DOT where locks are, perhaps, the most frequently utilized physical
security safeguard. It must be understood, however, that locks, although
basic to any security system, are primarily a delaying device and seldom
of much value in and of themselves. Locks, therefore, must be supple-
mented, where appropriate, with other security and protection devices
and combined into the total security system. In many instances improper
selection or application of locking hardware has minimized the effective-
ness of a locking system. It is essential, therefore, that an assessment
of all locking hardware, door frames, and jambs be included in any
physical security survey.

6-2. TYPES OF LOCKING HARDWARE. Locking hardware varies greatly in appearance
25 well as function and application. The following describes the most
prevalent locking hardware currently in use or available to DOT facilities.

a. Key Locks. Key locks include mortise cylinders, rim cylinders, pad-
Tocks, cylindrical locksets, tubular locksets, etc. This type of
locking hardware 1is limited in that most key locks can be picked by
an expert in a few minutes. There are, however, a number of high-
security key padlocks available on today's market which are ideally
suited for securing bulk storage areas containing sensitive and/or’
high value items and equipment (Figure 6-1). While the possibility
of lost keys tends to minimize their effectiveness, this can be offset
somewhat through the use of interchangeable cores.

b. Manipulation-Resistant Combination Locks. A manmipulation-resistant
Tock is so designed that the opening lever does not come in contact
with the tumblers until the combination has been set. This type of
lock furnishes a high degree of protection for classified or sensitive
material. (See Chapter X for approved combination Tocks.)

c. Interchangeable Cores. The interchangeable core system utilizes a
type of lock with a core that can be removed and replaced by another
core using a different key. Its main features include:

(1) Cores may be quickly and easily rép]aced.

(2) A1l locks can be keyed into an overall complete master-keyed
Tocking system.

(3) Economical due to reduction in maintenance costs and new lock
expense.

(4) System is flexible and can be engineered to the facility's needs.

(5) Simplifies recordkeeping.
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FIGURE 6-1. HIGH-SECURITY LOCKS
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d. Electro-Mechanical Door Devices. There are a number of such devices
available which operate by a push-button combination. Chief advantages .
are: low cost of lock, easy installation, combination easily changed,
no key problem, simple to operate, affords relatively high degree of
security. Depending on the model selected, the number of buttons ranges
from 5 to 10. Some models also have "time penalty" and error alarm
features and can be tied-in to an existing alarm system (Figure 6-2).

e. Other. Numerous locking systems are available, and others are being
deveToped which use neither keys nor combinations. These include locks
which open when a coded card is inserted; others which open when a
fingerprint (previously recorded in a memory bank) is placed on a glass
plate; another type opens when a previously recorded voice speaks into
a microphone. These locking systems should only be utilized after
consultation with the servicing security element.

6-3 KEYS. The following are some of the different types of keys:

a. Operating keys - The keys that are in daily use to open locks.

b. Duplicate keys - Those which duplicate operating keys and are usually
stored for use in an emergency (e.g., loss of a key, or absence of
the holder of the operating key). They must be stored securely in a
safe or other locked container.

C. Master keys - Those which open a series of locks. They are used only -
as a matter of convenience in carrying one key instead of numerous
keys. They must be carefully controlled, and all markings removed
which identify them as master keys.

d. Construction keys - The keys which open the locks installed on the
doors during the construction phase at a facility.

e. Control keys - The keys which are used to remove the cores of locks
for purposes of changing.

6-4 ISSUANCE AND CONTROL OF LOCKS AND KEYS. Of primary importance in the safe-
guarding of property and controlling access is a good lock and key issuance
and control system. For effective control, accurate records should be
maintained and periodic physical inspections and inventories made. The
main principles to observe are:

a. Keys, coded cards, and push-button combinations should be accessible
only to those persons whose official duties require access to them.
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b Combinations to push-button locks will be changed following the

discharge, suspension, or reassignment of any persons having
knowledge of the combination, and at such other times as deemed
appropriate.

c. Issuance of keys will be kept to a minimum and retained under constant
key control supervision. The following measures are recommended for
the control of keys:

(1) Unissued keys should be stored in a locked container when not
in use.

(2) Access lists for persons authorized to draw keys should be
maintained in the key storage container,

(3) Key containers should be checked periodically and all keys
accounted for.

d. Locks should be changed depending on the sensitivity of the protected
area and/or the relation of unaccounted for keys.

KEY CONTROL RECORDS. Key control records should be maintained on all key

systems. Accountability can be maintained by records, key control cards,
and key control registers. These records will include at least the
following information:

a. Combination code for interchangeable cores.

b. Total number of keys in the system.

c. Total number of keys by each keyway code.

d. Number of keys issued.

e. Number of keys on hand.

f.. Persons to whom keys have been issued.

Inventories of keys should be conducted.annually. Requests for issuance
of new, duplicate, or replacement keys should be approved or monitored by

the official responsible for key control.

KEY CONTROL OFFICIAL. A key control official shall be appointed for every

DOT facility having control over its own locking system. This official
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should be concerned with the supply of locks and how they are stored; the
handling of keys; records maintenance; investigation of loss of keys;
inventories and inspections; custody of master keys and control keys, if
applicable; regulations concerning locks and keys at the facility; main-
tenance and operation of the facility's key depository; and lastly, the
overall supervision of the key program at the facility. The key control
official should maintain a permanent record of the following:

a.

RECOMMENDED LOCKING SYSTEM. Each DOT facility should have a master-keyedi

Locks by number, showing:

(1) Location of each lock;

(2) Key combination, i.e., pin Tengths and positions;
(3) Date of last key change.

Keys by number, showing:

(1) Location of each key;

(2) Type and key combination of each key;

(3) A record of all keys not accounted for.

locking system, with all Tocking hardware supplied by the same manufacturer.
This system should include locking hardware of the medium or heavy duty
type, and interchangeable cores to permit maximum flexibility.
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CHAPTER VII

GUARDS. If properly selected, trained and supervised, a guard force can

be an effective and useful component of a facility's physical security

program. If such qualities are lacking in the guard force, it can work

to the detriment of the program and detract from the effectiveness of
other protective measures. Physical protective devices, physical

barriers and intrusion detectors depend ultimately on human intervention
for their success or failure. Where there is a need for full time guards,
they will be either Federal Protective Officers provided by the Federal
Protective Service of GSA or guards furnished by a private company under
contract to GSA or DOT or DOT employees.

DUTIES. Guard duties consists principally of the following:

a. Enforce the personnel identification system.

b. Observe and patrol designated perimeters, areas, structures, and
activities of security interest.

c. Detain persons attempting to gain unauthorized access to the facility.

d. Conduct interior patrols of-Fooms, buildings and other structures
of security interest during other than normal working hours.

e. Enforce the established system of control over the removal of property
from the facility.

f. Respond to protective alarm signals or other jndications of suspicious

activities.

g. Respond to situations affecting the security of the facility
(including fires, accidents, internal disorders, etc.).

h. Safeguard personnel, information, materials, and equipment.

i. Prepare and submit written incident reports to the appropriate
security office and otherwise keep officials apprised of the
security conditions within the facility.

NEED FOR GUARD FORCE. 'The need for a guard force is dependent upon many

factors; such as:

a. Size, location and configuration of the facility, including topography.
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b. Mission of the facility and its criticality.
c. Vulnerability to theft or damage of material, data and equipment.

d. Population of the facility and volume of pedestrian or automobile
traffic. .

e. Availability of funds.

Additionally, the need for a guard force is less during working hours than
during non-working hours. During working hours, the presence of employees
at their work stations can, to a large measure, deter the entry of unauthor-
ized persons.

SELECTION. Where GSA provides the protective service at a DOT facility,
basic reTiance must be placed on GSA to assign qualified officers to
perform the assigned duties. The DOT security element concerned should,
however, maintain an overview of the officer's performance and notify

the appropriate office within GSA whenever instances are noted of non-
performance of duties. Where contract guards are utilized at a DOT
facility, the DOT security element concerned has a more decisive role to
play in the selection process, particularly if the contract is to be
awarded and administered by a DOT activity. Irrespective of who awards th
contract -- DOT or GSA -- it is essential that the security element parti
cipate directly in the development of the contract specifications setting
forth the basic qualifications for the guards. The security element shoula
closely monitor the performance of the contract and work closely with the
management officials of the guard company in insuring compliance with the
terms of the contract and the related guard orders. Where the contract has
been awarded by GSA, any discrepancies that are observed should be promptly
reported to the GSA Contracting Officer Technical Representative who, in
turn, can refer them to the guard contractor for remedial action.

QUALIFICATIONS. Most of the qualities desired in guards a:e developed

through training and become instinctive through experience. In addition

to being able to comprehend and comply with written and oral instructions, .
some of the other qualities that guards should possess are:

a. Alertness. This quality, more than any other, will determine the
effectiveness of a person assigned to security force duties. Alertness
can be achieved only by keen watchfulness and by diligent application
to the requirements of the patrol or post. Technological advancements
in communications equipment and protective alarm systems enhance the
effectiveness of security forces; but nothing can be substituted for
the alertness of security force personnel.,
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b. Judgment. Sound judgment is more than the application of common
sense;. it is the power of arriving at a wise decision. Each man
must develop the ability to observe, compare, and contrast. Guards,
however, should be trained to call security headquarters for
instructions when in doubt as to a situation.

c. Physical Fitness. Many security duties are physically demanding, such
as conducting foot patrols in and around large, extensive facilities
and responding quickly to alarms and requests for assistance. There-
fore, guards need to be in good general health and have no physical
defects that would hamper them in the performance of their duties.

d. Tactfulness. The ability to deal tactfully with others is a quality
desired in guards. Security personnel must be able to give instruct-
jons clearly, concisely and firmly, but without arrogance.

e. Self-Control. Security duty presents situations which require not
only sound judgment and tact but also self-control. No matter what
the degree of provocation or what stresses and strains a guard may
be subjected to, he must be able to retain his composure and react
in a calm, mature manner.

7—6. SPECIAL REQUIREMENTS.

a. As a general rule, guards should only be required to have security
clearances when, in the performance of their assigned duties, they
may have occasion to have access to classified material. Under
that criteria, guards who, for example, conduct security checks of
classified storage containers after non-duty hours, or who control
access to controlled areas containing classified material, would
have a valid need for a security clearance. The level of the security
clearance would be determined by the highest category of classified
material involved. The important thing is that security clearances
are not requested indiscriminately, not only because clearance
actions are costly and time consuming, but also because of the

- adverse affect it may have on the contract performance due to the
unavailability of cleared guards.

b. Contract guards should not be required to be armed unless there are
compelling reasons for doing so. In the event it is determined that
it is essential for the contract guards to be armed, then the
requirements of DOT 1620.1A, Use of Weapons by DOT Personnel, should

be incorporated into the provisions of the contract.




Page VII-4 DOT 1600.26
11-29-77

7-7 MANPOWER REQUIREMENTS. After the desired number of actua] guard posts has

been determined, the approximate number of guard personnel needed can be
calculated as follows:

Continuously manned post requires 168 man-hours per week (1 man, 7 days,

24 hours). Compute the total number of man-hours per week for all contin-
uously manned posts and divide by 168. This gives the number of fixed
posts. Ascertain the average number of days of annual leave and sick leave
that will probably be required. From the following table, find the "number
of guards per posts required" appropriate to the average leave anticipated.
Multiply this figure by the number of posts required.

If average number of days annual and - Number of guards per posts required
sick leave anticipated per man is: (40-hour week)
O(bastc) . . . ... ... oL 4.2
0 ..
25 . R
0V........... e e e e e e e e e e e e e,
B/
40 .. ... Tt e e e s e s e e e e e e e e e e e, 4.96
EXAMPLE
Post #1 1 man, 24 hours, 7 days
Gate 1 man, 10 hours, 5 days
1 man, 2 hours, 5 days

TOTAL 228 hours
Post #2 1 man, 24 hours, 7 days

TOTAL 168 hours
Post #3 2 men, 16 hours, 7 days

1 man, 8 hours, 2 days
TOTAL 240 hours
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The formula indicated does not reflect man-hours required for training,
special details, and miscellaneous assignments. If these special assign-
ments are bonafide security responsibilities, and the man-hour require-
ments are fairly consistent and can be guaged on the basis of "averages"
indicated by past experience, appropriate adjustment of guard force can
be made with 1ittle difficulty. However, if such requirements are
intermittent or generally of limited duration, consideration should be
given to the use of overtime or temporary curtailment or doubling-up of
posts. One individual shall be placed in charge of each shift. Changes
of shifts should occur before peak periods of activity in the normal

operation of the facility.
7-8 GUARD ORDERS.

a. Instructions to the guard force should be issued in writing and contain
the basic requirements as determined by the DOT security element. These
instructions are normally in the form of General, Special and Temporary
Orders, and should be clearly worded to include all the responsibilities
of each assignment. They should be specific as to the action to be
taken based on each and every type of emergency situation. They
should be reviewed at least monthly to be certain they are current,
Categories of instructions are:

(1) General Orders. Orders which concern the guard force as a
whole and are applicable at all posts and patrols are General
Orders. They will cover such items as wearing of the uniform,
reporting for duty, report writing, etc.

(2) Special Orders. Orders which pertain to the responsibilities
of a particular post or patrol are Special Orders. Each post
or patrol should have Special Orders issued concerning the
location, duties, hours manned, etc.

(3) Temporary Orders. Orders which are issued for a short period
covering a special or temporary situation fall into this category.
If it can be predetermined, such orders should indicate the
period of time for which they are valid.

b. Guard Orders should be prepared by the DOT security element concerned
or prepared by GSA or the guard contractor based on the input received
from the DOT security element. Likewise, temporary orders would be
prepared by the security element, covering such things as admitting
non-employees to the facility during security hours, arranging for
certain areas to be unlocked for a specific purpose, etc. The
essential thing is that the orders be concise, easily understood and
discussed with the guards to insure that they are interpreted correctly.
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The only exception to this policy would be when the security element
has delegated the responsibility of preparing the guard orders to the
management of a faciltiy, provided that the guard orders are subject
to review and approval by the security element,
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CHAPTER VIII
8-1 INTRUSION DETECTION SYSTEMS.

a. Alarm systems are designed to alert security personnel to an actual
or attempted intrusion into an area. The use of these mechanical
and electronic warning systems has proven beneficial in many
situations; however, individuals responsible for physical security
planning must be aware of the advantages and limitations of these
devices.

b. There are a variety of commercially manufactured devices available
which are designed to detect approach or intrusion. Other more
sophisticated devices are continually being developed. Certain
types of systems are suitable only for exterior protection, while
others are suitable only for interior uses. All have weak points
by which their functioning can be minimized or even completely
interrupted.

c. Intrusion detection devices may be used to supplement or supplant the
security force. They are designed to detect intrusions or attempted
intrusions, not to prevent them. The best intrusion detection system
is ineffective if appropriate security procedures and quick response
is not an integral part of the overall security plan. It is the
response force which provides the real protection to any sensitive
area. .

PLANNING A SECURITY ALARM INSTALLATION. Security alarm equipment 1is
normally classed into three general categories:

a. Point or object protection;
b. Area or space protection; and
c. Perimeter protection.

It is with the combination of two or more of these components that an
electronic security system achieves the desired depth of protection. The
difficulty of attempting to overcome one system only to be faced with
another, perhaps even more effective, is both a psychological and a
physical deterrent.

8-3 FEASIBILITY ANALYSIS. The following factors need to be considered in
determining the need for an alarm system:

a. Mission of the facility.

b. Criticality of the facility.
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c. Vulnerability of the facility.

d. Accessibility to intruders,

e. Location of the facility and locations of areas to be'protected.
f. Construction features. |

g. Hours of operation.

h. Availability of other forms of protection.

i. Initial and recurring cost of alarm system weighed against the cost
of losing materials or information.

J. Response capability.
k. Savings in manpower and money over a protracted period of time.

ALARM REPORT SYSTEMS. Alarm and communications systems are closely allied

1n any comprehensive protection system.

are so common in everyday usage that thei
system poses few new problems. An alarm
automatic means of communicating

a warning of

Telephone and radio communications
r adaptation to a protective
system is simply a manual or
potential or present danger.

Types of alarm systems include the following:

a. ‘ Local Alarm System.-
secured area are direc

A system in which the protective circuits in the
tly connected to a sound producing apparatus such

as a bell or siren. The sounding device must be mounted on the exterior
of the building containing the secured area. The bell must be fully
protected against weather and wilful tampering, be connected to the
control panel by tamper-proof cable, and be audible for a distance of

at least 400 feet.

LOCAIL CONTROL :252;
INSTRUMENT ALARM
TYPICAL LOCAL
DETECTOR .
CONTROL ALARM SYSTEM
UNIT
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b. Central Station Alarm - A system in which the secured area is
Connected to an alarm panel in a centrally located station yia a
pair of leased .telephone wires, Upon receiying an alarm, the
monitoring station will dispatch its guards to the location of the
secured area. Alarm installations of this type should only be
utilized when the response time is no more than ten minutes.

DCTECTOR SE.CURE-
- CONTROL ACCESS
ALARM UNIT CONTROL

RECHIVLR OF
COMME RCIAL
PROTECTION
AGENCY

CENTRAL STATION SYSTEM

MONITOMING STATION PROTECTED AREA

—

L

c. Proprietary Alarm - An installation similar in most respects to a
Central Station type, except that the alarm panel is located within a
manned guard room on the premises. A proprietary guard force operates
the system and responds to all alarms. A modification of the pro-
prietary system is where the alarm monitor is installed in a nearby
police station via a pair of telephone wires. ' "

PO, prr————
PULICE MONITORING PROTECTED AREA
STATION STATION
SECURE- DETECTOR
ACCESS CONTROL
ALARN
: CONTROL UNIT
RECLIVFR ALARM
RFCEIVER
i |OF a
PROPRIE TOR .
A REMOTE
CONNFCT INTFRCOM CONTRO:
EATUR b 5
FEATURE FEATLRE oVt

\

PROPRIETARY SYSTEM WITH DRECT CONNECT

8-5 CHARACTERISTICS OF ALARM SYSTEMS.

a. Essential characteristics of an alarm system include the following:

(1) A detection unit or detection components located at the protected
area and designed to initiate an alarm upon intrusion of a human
into the area, or approach of a human to a protected object.




Page VIII-4 DOT 1600.26
11-29-77

(2) Signal transmission lines which conduct the alarm signals from the
protected area to a central annunciator panelboard which should
be constantly monitored.

(3) A central annunciator panelboard containing the electronic com-
ponents which announce, by both visible and audible signals,
intrusion into protected areas and the specific structure or
location involved.

(4) Fail-safe features which give an alarm signal at the annunciator
panelboard when abnormal operating conditions preclude the alarm
system from functioning properly as well as back-up power source.

(5) Features which make it less vulnerable to tampering or circumvention.
Such features should include capability of concealment and difficulty
of neutralization.

8-6 SECURITY OF ALARM SYSTEMS. There are two basic means of providing security
for alarm systems. First, security is provided by built-in technological
security measures, i.e., as more technology (sophistication) is built into
a system, more technology is required to breach, or defeat the system.
However, as more technology is built into a system, the cost of the system
and the cost of maintenance increase accordingly. Second, security is
provided by the use of physical security measures, i.e., the height of
reporting lines on poles or the depth they are buried in the ground,
control of access to the system equipment, etc. Physical security measures
should be applied in inverse Proportion to the built-in technological
security measures of the system. The ideal is to provide a balance between
the built-in technological security measures and the physical security
measures. The ideal balance is at the point whev- the breach or "defeat
time" element of the system is achieved through the use of a combination
of technological and physical security measures at the lowest costs.

8-7 PRINCIPLES OF OPERATION.

a. No one system is suitable or adaptable to every location and environment.
The situations and conditions at the particular site to be protected
determine which devices or systems are efficient and practicable.

b. Following are some of the basic principles upon which these devices
operate:

(1) Breaking of an electric circuit.
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(2) Interruption of a light beam.
(3) Detection of sound.

(4) Detection of vibration.

(5) Detection of motion.

(6) Detection of capacitance change due to penetration in an
electronic field.

8-8 TYPES OF EQUIPMENT. Each class of equipment deserves a more lengthy

Treatment than will be presented here. For conciseness, only the
salient features are outlined.

a.

Electrical/Mechanical Premise Alarm - Consists of the protection of

all doors, windows or other accessible openings into the protected
area by means of contact devices, switches, and metallic foil tape.
In some instances, wired wood dowel screens are used to protect
windows, transoms, or similar type openings, instead of the metallic
foil. These are arranged to form a continuous closed circuit loop
connected to alarm relays in a control cabinet located within the
secured area. If an attempt is made to enter through one of the
protected points, the circuit will be broken and set off the alarm.

Advantages:
(1) Relatively simple, trouble free system.

(2) Usually Tow cost installation unless dealing with complex
type multi-pane windows or extended premises.

(3) May be adequate fn low risk applications.
Disadvantages:

(1) Minimum grade of recognized protection. May be upgraded by

addition of protective equipment applied to all openings, walls,
floors and ceilings, at considerable increase in cost.

(2) Rather easily compromised. Unprotected soft walls or ceilings
may be penetrated without disturbing alarm system.

(3) Little salvage value -- major cost of job is installation, not
recoverabie.




Page VIII-6 . DOT 1600.26

f o,
11-29-77 Ve

(4) Will not detect "stay behinds" until they leave premises.

Capacity Alarms - One of the most successful applications of electronic
techniques in the field of security alarms is found in the class of
equipment known by the name of "capacity alarms."

(1) Protected object acts as part of the capacitance of tuned circuit
(as a capacitor or condenser). If a change occurs in the region of
the protected object, such as the approach of an individual, there
will be a change in the capacitance of sufficient magnitude to
upset the balance of the system and cause an alarm. Capacitance
alarms are universally used for point protection of specific
objects requiring a high degree of security; i.e., safes, file
cabinets, or other metallic storage containers. When applied’
to safes or files, the system is flexible and may be used to
connect several safes or files in the same area to one system.

(2) Unlike space alarm systems, the protective field on the safe or
file is usually kept down to a depth of not more than a few inches
from the surface of the safe. This prevents unwanted alarms from
authorized persons passing within a few feet of the safe without
any intent of intrusion. Very close proximity, or contact with
the protected object, will set off the alarm.

(3) The system may be connected to window or door grids of metallic
tubing to provide protection for such openings. Antenna systems
consisting of horizontally strung wires may be installed between
the top of low partitions and the ceiling to form a protective
security barrier in buildings having restricted areas and non-
secured areas in close proximity. The application of transistorized
circuits in the latest type of capacitance systems provides excellent
stability in the equipment.

Advantages:

(a) Extremely flexible type of system -- may be used to protect
safes, file cabinets, windows, doors, partitions; in fact,
any ungrounded metallic objects within maximum tuning range
of the system to be protected.

(b) Simple to install and operate.

(c) Provides an invisible protective field making it difficult to
determine what is protected.
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(d) High salvage value -- may be easily dismantled and
reinstalled.

(e) Compact equipment size.

(f) High degree of security.

Disadvantages:

(a) Can only be applied to ungrounded equipment.

(b) Accidental alarm can occur if protected safe is carelessly
approached by cleaners.

c. Photo-electric - The photo-electric cell, or electric eye, is a

device customarily used in conjunction with other forms of alarm
equipment. Its operation depends upon the interruption, or breaking
of the beam of light between a projector and a light-sensitive
receiver some distance away. When the 1ight is cut off from the
receiver, an alarm relay is actuated in a control cabinet within the
secured area.

(1)

Since white light is easily detected, infra red beams are
preferable for security alarm installations. Although these
have very low visibility, if located they may be compromised
by introducing a substitute source of i1lumination which will
permit penetration of the system with an alarm. The better
systems overcome this problem by providing a modulated beam
which must be synchronized with a corresponding pulse in the
recejver. If the synchronized beam is interrupted or an
attempt is made to substitute a foreign light source, an alarm
will sound.

Some electric eye installations employ mirrors to more efficiently
utilize the capabilities of the equipment, providing more
effective criss-cross pattern for better coverage. To prevent
detection, mirrors and the projector-receiver combination should
be concealed wherever practical.

‘Photo-electric units are often combined with premise alarms to

provide more satisfactory coverage of the secured area against
penetration of unprotected walls or ceilings. In other instances
they may be used to protect long rows of windows in lieu of
window foil. Outdoors, special weather proof photocells may

be used to protect gates, roadways, aircraft runways, or other
locations where physical obstructions cannot be tolerated.
Special environmentally controlled housing are used for out-

door or modulated systems.
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Advantages:

(a) Covers open portals or driveways where no physical obstruct-
jons can be tolerated.

(b) Can increase effectiveness of premise alarms.

(c) Makes it difficult for persons concealed within the premises
to operate without detection.

(d) Has high salvage value -- almost all equipment recoverable.

(e) May be used to actuate other security devices, such as cameras.

Disadvantages:

(a) Beams are of narrow cross-section and may be located and
avoided by careful intruder.

(b) Substitute Tight sources have been used to defeat even
modulated beam systems.

(c) Operates on 110 volts -- standby power supply.

(d) Transmitter, receiver, and mirror (when used) susceptible
to being knocked out of alignment.

(e) Dusty, smokey atmospheres may deposit soot or dirt on lenses
and mirrors causing failure.

(f) Exterior systems subject to interference from fog, heavy
snow, snow drifts.

d. Space Type Alarms.

(1)

The protection of an enclosed space can often be effectively
achieved by use of a class of equipment identified as a space
alarm. Such systems usually derive their operating principles
from a phenomena known as the Doppler Effect. The best known
type of system in this category is popularly called "ultrasonic"
although it actually operates Just within the upper limits of
the audio frequency spectrum.

The apparatus generates a train of high frequency sound waves
which i1l an enclosed area with a pattern of standing waves.
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(3)

A sensitive receiver, connected to an electronié amplifier, picks
up the waves; if they are of the same frequency as the sound
emitted by the transmitter, the system will not sound an alarm.

Any motion within the protected area will send back a reflected
wave differing in frequency from the original transmission.
This change in frequency will be detected, and amplified in

the control unit, and the alarm signal will be activated.

Since the system will detect all types of motion, it is
essential that movements of any type, i.e., air currents,
moving machinery, animals, or other possible disturbances be
eliminated from the secured area. Large inductive or magnetic
fields must also be kept away from the transmitters, receivers,
and their connecting cables to prevent accidental alarms.
Multiple transmitters and receivers may be operated from the
same control unit for more effective coverage of large or
broken areas. The system can only be used indoors.

Advantages:

(a) Provides effective security protection against intruders
concealed within the premises. ~

(b) Protective field is not visible, therefore, it is difficult
to detect the presence of, or to compromise the system.

(c) Reasonably flexible in its application to interior
protection problems.

(d) Affords complete protection on premise installations, when
supervisory contacts are used on all movable openings.

(e) High salvage value -- equipment may be removed and
relocated if necessary.

(f) Portability in some models.
Disadvantages:

(a) May require reduced sensitivity to overcome possible
disturbance factors in the secured area.
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- (b) May not detect very slow movements (slower than 4 steps in
4 seconds).

(c) Can be set off by loud external sounds, or building vibrations.

(d) May not detect penetration of walls behind large objects
close to wall.

(e) Cannot be used in high sound absorbing area.

(f) Requires expert planning if installation is to have satis-
factory results.

(g) Can be "heard" by some people -- very irritating to anyone
with sensitive hearing.

Audio Systems (Space) - Even though these systems are in the space
protection family, they should not be confused with ultrasonic
systems. A sound system only "listens" to the protected area, it
does not "fill" the area with any kind of waves.

(1) Audio systems, unlike ultrasonic, can tolerate air movement and
other types of motion as Tong as the noise created is relatively
low. Where fans or other noise-producing items are in a fixed
part of the room, cancellation microphones located in close
proximity to the noise-producing component may be used to nullify -
only that specific noise(s).

(2) The sensitivity of these systems can be adjusted to detect a very
small amount of noise; however, this will in most installations
cause nuisance alarms. The sensing circuit is a "stepper type;"
each short noise will cause one pulse or step -- if extended
noise is heard, more than one pulse is registered. Most systems
are adjustable in sensitivity, alarming between three and ten
pulses. An jndividual wearing tennis shoes could probably walk
through the protected area without causing an alarm.

Advantages:

(a) Can often use existing intercom or speaker systems as detector
microphones.

(b) Covers large volume.

(c) Inexpensive installation with existing sound systems.
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Disadvantages:

(a) Does not provide "perimeter" protection.

(b) Susceptible to outside noises.

(¢) Should not be used in non-reverberant areas.

Vibration Detectors - The detection of vibration caused by an attack
upon the walls, ceiling or floor of a protected structure is the
primary function of the audio alarm system. A microphone and
amplifier is adjusted so that ambient noises or normal sounds will
not trip the alarm. However, noises about this Tevel will be
amplified with sufficient power to actuate the alarm relay. Where
ambient noise is too high, contact type detectors can be used in
place of microphones. These contact detectors do not respond to
the airborne sounds, but are sensitive to vibrations within the
wall or structure upon which they are mounted. These detectors are
not of the "one shot type;" they have the same capabilities as
microphones since they too transmit vibrations to the accumulator
circuitry.

Advantages:
(1) Easy installation - relatively few parts required.
(2) Very effective complete protection for vault structures.

(3) Can be used as an audio monitor as well as alarm in some
applications.

(4) Contact detectors can be used when ambient noise levels are
too high.

(5) High degree of salvage - equipment may easily be removed and
_reinstalled.

(6) Very flexible - may be used to cover large or small areas with
small cost differentials.

Disadvantages:

(1) Sensitivity to all sounds makes the units ideal only for
locations with low ambient sound levels.
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(2) Tube type models require frequent sensitivity checks.

(3) Must be combined with other equipment to protect movable openings
into secured area.

Radar or Microwave Type sttems - Since the advent of radar, there have
been many attempts to devise a space alarm system using radar techniques.
The principles employed closely parrallel the operation of the ultra-
sonic system with some notable exceptions. Radio waves are highly
penetrating and are not easily confined within a closed area such as
a room or building. A train of waves is produced which are partially
reflected back to the antenna. If al] objects within the range are
stationary, the reflected waves return at the same frequency; if they
strike a moving object, they return at a different frequency. The
difference in the transmitted and received frequency appears as a low
frequency signal which is detected and used to trip an alarm relay.
The area covered by the radiation field may be controlled to some
extent by the number and placement of antennae. Sensitivity is
controlled by adjusting the amplifier. The radar units are generally
used to protect interior areas, and are therefore classed as space
alarms.

Advantages:
(1) Equipment is compact and may be rapidly installed.
(2) Good coverage provided if antennae are placed properly,

(3) Radiation field difficult to detect so that intruder may not know
when he has tripped alarm.

(4) Not affected by air currents, noise, light, or sound.

(5) High salvage value.

Disadvantages:

(1) Coverage is not easily confined td desired security areas; may be
accidentally tripped by persons or vehicles outside of protected

area.

(2) May be accidentally tripped by other radio transmitters operating
at frequencies close to the generated frequency.

(3) Stability of operation still questionable.
(4) Requires 110 volt power source for electron tubes.

(5) Tube replacement expensive.
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CHAPTER X
STORAGE EQUIPMENT. Many types of containers are being used within the

Department of Transportation to meet the storage requirements established
by DOT 1640.4, Classification, Declassification and Control of National
Security Information. This Chapter is intended to assist facilities in
the proper selection and use of storage containers. While many of the
containers described in this Chapter are designed primarily for the
storage of classified material, such containers could also be used for
such purposes as protecting monies, drugs, weapons and sensitive/pro-
prietary data.

INTERAGENCY ADVISORY COMMITTEE ON SECURITY EQUIPMENT. Progress in the

security container field has been advanced by a program initiated during
1954 under the supervision of the General Services Administration (GSA),
assisted by the Interagency Advisory Committee on Security Equipment of
which the Department is a member. This program has resulted in the
development of Federal specifications for security equipment, and has
provided for the incorporation of approved equipment into the Federal
Supply Schedule.

10-3 SECURITY FILING CABINETS.

10-4

a. Security filing cabinets are not jdentical with safes although both
" have locking devices. A safe is used to store items of monetary value
and security cabinets are designed primarily to store classified
material. Containers designed as a security filing cabinet have been
specifically developed and approved for the storage of classified
material and bears such a label (Figure 10-1).

b. DOT 1640.4 specifies that only security filing cabinets that have been
approved by the Federal Government shall be procured whenever new
equipment is required; and further, it prohibits modification of
existing filing cabinets to a Jockbar/padlock variety when such a
modification is intended to provide a means for the storage of
classified material. It is intended that this requirement will
eventually result in the replacement of all nonapproved containers.

CLASSES OF APPROVED SECURITY FILING CABINETS.

a. Specifications have been developed for seven classes of security
containers (classes 1, 2, 3, 4, 5, 6 and 8). However, only Classes 1,
5 and 6 are now available on the Federal Supply Schedule.
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K

Label Required for Sacurity Cabinets.
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TYPES AND APPLICATION OF INTRUSION DETECTION DEVICES
Basis of Maintenance super- Nuisance
Sywtems setivation Applicstion vision problems alarms Rating
Audio .- Sound ..---._ Interior only (for Regular inspection | Frequent ({rom Not as reliable as
vaults and low to replace inoper- extraneous uitrasonic.
sound level ative parts. sounds).
&reas).
8onic --cce-- Movement ...| Interior only. Same as above ___. | Few. More reliable than
audio.
(itrasonic .-.| Movement _..| Interior only. Same as above .__._ | Few. More reliable for
protection of
rooms.
Microwave _.| Movement ._.| Interior only. Same as above _.__ | Few. Most reliable within
patterns set by
antennae.
Electro- Breaking of Interior only (doors, |Same as above ... Few (window tape Affords minimum
mechanical _ electric windows, sky- may break). protection for
eircuits. lights, ventilators, buildings and
ete.). rooms.
Electro- Movement _..| Interior only (metal |Same as above ___. |Few __eoen Reliable for metal
* magnetic cabinets and safes and
(interior) safes). cabinets.
Electro- Movement .__| Exteriors only (pe- [Same as above. Also [Many __ .. - Best device devel-
magnetic rimeters and also to remove Snow, oped for fence
(exterior) . can be attached ice, and debris line security
to side of from fence.
building) .
Photoslectric -1 Interrupting Interior and exterior |Same as above. Also | Interior (few), ex- | Interior: reliable

light beam .

(rooms, halls,
gates, and perim-
eters).

8-9 LINE SUPERVISION.

a.

An alarm system is no better
transmit the signal from the protec
These lines must be sensitive enough to cause an a

the event of tampering.

?ntruder regardless of the effectiveness o
if the signal line is not functioning
ineffective by an intruder who has su

to clean transmit-
ter and receiver.

terior (many)
(due to fog, rain,
birds, etc.).

properly.

when beams are
crisscrossed for
short distances.
Exterior: gates
and short dis-
tances only.

than the security of the lines that

ted area to the monitoring station.
larm signal in

An alarm system may be defeated by an

f its triggering mechanism
Lines may be made
fficient knowledge of electricity,

and the necessary equipment to adjust the resistance in the lines.

. Mangfacturerg of the best commercial alarm equipment incorporate in
their annunciator panels two relays, designated as the underload and

overload relays.
any appreciable drop in line current w

intended to detect a substantial increase in current.
carefully accomplished, the 1ine defeating method mentioned in
paragraph a. above will not disturb either of the two relays.

The purpose of the underload relay is to detect
hile the overload relay is
However, if
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Signal line tampering may be detected by assuring that a circuit has-
Tow Tine tolerance. For example, an alarm may operate on 20 milli-
amperes of line current. If the overload relay is set to drop out
when the line current exceeds 30 milliamperes and the underload relay
will drop out at 10 milliamperes, the line tolerance is said to be

20 milliamperes. Most standard alarm circuits have line tolerances
ranging from three milliamperes (for storage vault installations) to

30 milliamperes (for many window foil and door switch protected rooms).
Systems having line supervision on tolerance in the milliampere range
can be defeated with little difficulty. In order to be effective, line
supervision must not exceed 25 microamperes.

If signal lines for alarm systems installed at important facilities
extend outside protected areas, cognizance should be taken of their
vulnerability to tampering, and where feasible, microampere line
sensitivity should be provided.

The need for constant electronic or other type surveillance of trans-
mission lines must be emphasized to insure awareness of security
personnel that this is normally the weakest link in the system.
Emphasis must also be placed on the necessity to maintain records of
nuisance alarms, and on continuing maintenance to insure proper
operation of the system at all times.

-
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CHAPTER IX

DESTRUCTION EQUIPMENT. DOT 1640.4 provides that classified material may
be destroyed by burning, pulping, pulverizing, shredding or chemical
processing (e.g., acetone), provided the destruction is complete and
reconstruction is impossible. Generally, it is adviseable to burn
classified material whenever possible since this is a positive and
complete method of destruction and disposition of the ash usually
constitutes no problem. Since combustion is relatively complete, and
most of the products of combustion go up the stack in a gaseous state,
there is very little fine ash left in proportion to the volume burned.
Pulpers, pulverizers and shredders perform with varying degrees of
effectiveness; however, with each of these processes the bulk residue
may create a problem of storage and disposition. It is the intent of
this Chapter to provide information to assist in the selection of equip-
ment which will suffice not only for the destruction of classified
material but also for the destruction of personal data falling under

the Privacy Act of 1974, or other sensitive/proprietary information.

The headquarters security element should be consulted before destroying
classified material by methods other than those listed above (e.g.,
melting, decompasition).

INCENDIARY DEVICES. Incinerators can destroy virtually all mixtures and

most configurations of classified materials that require destruction.
However, all General Services Administration contracts for the procurement
of incinerators through the National Supply System were cancelled on

June 30, 1973, based on the Environmental Protection Agency's discontin-
uation of an incinerator testing and certification program. The Clean

Air Act (42 USC 1857), as amended, has greatly restricted burning and,

in some areas, it has also been prohibited by State or municipal legis-
lation. Since pollution control criteria may vary between Federal,

State, and local jurisdictions, it is recommended that local officials

be consulted before purchasing an incinerator.

SHREDDERS. When using shredding machines, special attention must be

given to the residue to insure that it cannot be reconstructed (Figure 9-1).

a. Shred Criteria. Shredding machines should produce residue no greater
than the following: ‘

(1) Strip-shredding. A strip-shredding machine must cut the material
to be destroyed into shreds no greater than 1/32 inch in width.

(2) Cross-cut-shredding. A cross-cut-shredding machine must reduce
the residue to shreds no greater than 3/64 inch in width and not
more than % inch in length.
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b. Added Precautions. Some precautions that should be observed are:

(1) The feed tray should always be used when shredding; otherwise,
shreds ranging up to % inch in width may result from the paper
running to the outside edges of the cutter where no shredding
action occurs.

(2) Paper should be placed through the machine in such a manner that
the Tines of print are horizontal in relationship to the cutter
blades.

(3) Microfilm should not be destroyed in shredding machines except
as a preliminary measure to more complete destruction by burning.

c. Application. The ability to destroy paper in shredders is normally
Timited to a maximum of two to five sheets at a time (depending on the
type of paper), two Automatic Data Processing (ADP) cards inserted side
by side, double sheets of carbon paper, and other similar light loads.

9-4 DISINTEGRATORS/PULVERIZERS. The Interim Federal Specifications which

9-5

governs the manufacture of classified material pulverizing equipment listed
on the Federal Supply Schedule requires a security screen with an aperture
size no larger than 3/32 of an inch. This size security screen insures
that reconstruction of the residue is not possible; but the aperture size
may increase through wear, and the screen should be examined periodically
and replaced if the aperture size is found to be larger than 3/32 of an
inch (Figure 9-2).

RECOMMENDATIONS. In selecting new destruction equfpment or determining
whether to update existing equipment, the following factors should be
evaluated for cost and effectiveness:

a. Measures of Destruction System Effectiveness.

FACTORS EVALUATION CRITERIA
(1) Security Does the system, its location, and its

operating procedure minimize the possibility
that classified information could be
compromised? Consider adequacy of the
screening, inspection of interior, exam-
ination of residue, clearing of jams,
physical security of destruction equipment,
etc.

®
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FACTORS
(2) Safety

(3) Environment

(4) Reliability

(5) Local Disturbance
(6) Flexibility

(7) Simplicity

Page IX-3

EVALUATION CRITERIA

Are safety procedures adequate?

To what extent, if any, does operation of
the equipment contribute to pollution of
the air, water, or land?

How many problems could disable the system
or degrade performance, and what are their
possibilities of occurrence? How long would
it take to correct the various problems?
Consider loss of required utilities.

Does noise distract operators or others? Is
system operation, jncluding residue disposal,
dusty or messy?

Can the largest and the smallest anticipated
requirements be met without lengthy storage
or prolonged operation?

Is the system easy to operate and maintain?
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(1/64” tolerance)

1/32" width by 1/2" length =

FIGURE 9-1. SHREDDERS

DESK-TYPE MODEL
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FIGURE 10-2. SECURITY CABINETS
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The following are descriptions of security filing cabinets that are
available on the Federal Supply Schedule for the storage of classified
material (see Figure 10-2 for illustrations): '

(1)

(2)

(3)

Class 1

The Class 1 security filing cabinet is the onily insulated cabinet
available on the Federal Supply Schedule. It is available in a

2 drawer or 4 drawer cabinet with one or two 1ocks on the 2
drawer model. The protection provided is expressed on the test
certification label as:

30 man-minutes against surreptitious entry
10 man-minutes against forced entry
20 man-hours against lock manipulaticn
20 man-hours against radiological attack
1 man-hour against fire damage to contents

Class 5

(a) The Class 5 security filing cabinet offers the maximum
protection available.

(b) The protection provided is expressed on the test certifi-
cation label as: )

30 man-minutes against surreptitious entry

10 man-minutes against forced entry

20 man-hours against manipulation of the lock
20 man-hours against radiological attack

(c) Except for the map and plan cabinet, there are currently
no Class 5 filing cabinets on tha GSA Federal Supcly
Schedule; however, several firms have submitted bids to
GSA for approval.

(d) Before a decision is made to purchase a Class 5 cabinet,
the additional security provided by the 10 man-minute
forced entry feature must be balanced against the extra
cost involved.

Class 6

(a) The €lass 6 security filing cabinet affords the same
protection as the Class 5 except that there is o certified
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forced entry protection. It is available in 2, 4 and 5
drawer cabinets and in a map and plan cabinet. The
protection provided is expressed on the test certification
label as:

30 man-minutes against surreptitious entry

20 man-hours against manipulation of the Tock
20 man-hours against radiological attack

No forced entry test requirement

(b) Key-change combination locks should be specified when
ordering.

SECURITY DESK. Office furniture items allow fabrication of a 2-drawer

or d-drawer desk, or an L-unit arrangement by using Class 6 standard
2-drawer containers as pedestals (Figure 10-3). Desk top units,

support panels, and necessary hardware are 1isted under Class 7110, Steel
Unitized Office Furniture, Federal Supply Service Stores Stock Catalog.

MAP AND PLAN SECURITY CABINET. The Mosler Safe Co. manufactures the Map

and Plan Security cabinet in both Class 5 and Class 6 models. The Schwab
Safe Company, Inc., manufactures this type of security cabinet only in
the Class 5 model (Figure 10-3). NOTE: Both the Map and Plan security
cabinets and the Weapons storage container (Par. 10-8) can be equipped
with individually locked compartments suitable for the protection of
funds and other valuables.

MONEY SAFE. The Mosler Safe Co. manufactures a Class 5 money safe with

or without a channel base (Figure 10-3).

WEAPONS STORAGE CONTAINER. The Mosler Safe.Co. manufactures a Class 5

weapons container. Seven drawers is a standard configuration in the
container (Figure 10-3).

VAULTS AND STRONGROOMS.

a. Vaults. When new vaults or strongrooms are constructed, they should
be built in accordance with the standards specified herein. These
criteria and standards give a basis for achieving a uniform character
for the construction of security vaults within the Department of
Transportation.

(1) Specifications.

(a) Class A:

(i) Floor and Walls. Eight-inch-thick reinforced concrete.
Walls to extend to the underside of the roof slab above.
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(b)

(i1)

(111)

(iv)

Page X-7

Roof. Monolithic reinforced-concrete slab of a thick-
ness to be determined by structural requirements, but
not less thick than the walls and floors.

Ceiling. Where the roof construction is not in
accordance with paragraph (ii) above, a normal rein-
forced-concrete slab will be placed over the vault
area at a height not to exceed 9 feet.

Vault Door and Frame Unit. The vault door and frame
shall conform to Federal specifications for Class 5
vault doors (Figure 10-4).

Class B:

(i11)

(iv)

Floor. Monolithic concrete construction of the thick-
ness of adjacent concrete floor construction, but not
less than 4 inches thick.

Walls. Not less than 8-inch-thick brick, concrete
block, or other masonry units. Hollow masonry units
shall be the vertical cell type (load bearing) filled
with concrete and steel reinforcement bars. Monolithic
steel-reinforced concrete walls at least 4 inches thick
may also be used, and shall be in seismic areas.

Roof. Monolithic reinforced-concrete slab of a thickness
to be determined by structural requirements, but not less
than 4 inches thick.

Ceiling. Where the roof construction is not in accordance
with paragraph (iii) above, a normal reinforced-concrete
slab will be placed over the vault at a height not to
axceed 9 feet.

Class C:

(i1)

Floor. See paragraph b{i).

Walls. Not less than 8-inch-thick hollow clay tile
vertical cell (double shell) or concrete block (thick
shell). Monolithic steel-reinforced concrete walls
at least 4 inches thick may also be used, and shall
be used in seismic areas. Walls back of the exterior
wall-faction of the building shall be concrete solid
masonry, or hollow masonry filled with concrete and
steel reinforced bars.
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(2)

(i111) Roof. See paragraph b(iii).
(iv) Ceiling. See paragraph b(iv).

(v) Vault Door and Frame Unit. The vault door and frame
unit shall conform to Federal specifications for
Class 6 vault doors.

Safety and Emergency Devices.

(a) The vault door shall be equipped with an emergency escape
and relocking device (Figure 10-4). The escape device,
not activated by the exterior locking device, shall be
accessible on the inside only and shall be permanently
attached to the inside of the door to permit escape by
persons inside the vault. The device shall be designed
and installed so that drilling and rapping of the door from
the outside will not give access to the vault by actuating
the escape device. Vault doors conforming to Federal
specifications will meet this requirement.

(b) A decal containing emergency operating instructions shall
be permanently affixed on the inside of the door. Each
vault shall be equipped with an interior alarm switch or
device (such as a telephone, radio, or intercom) to permit
a person in a vault to communicate with the vault custodian,
guard, or guard post so as to obtain his release. Further,
the vault shall be equipped with a luminous-type 1ight
switch and, if the vault is otherwise unlighted, an emergency

 light shall be provided.

Structural design. In addition to the requirements given above,

the wall, fToor, and roof construction shall be %n accordance with
nationally recognized standards of structural piractice. For the
vaults described above, the concrete shall be poured in place,

and will have a minimum 28-day compressive strength of 2,500 psi.

b. Approved Security Vault Doors.

(1)

Security vault doors are manufactured by the Mosler Safe Co.,
Hamilton, Ohio, and by Diebold, Inc., Canton, Ohio, in Classes 5
and 6, respectively. As in the case of security filing cabinets,
before a decision is made to purchase a Class 5 vault door, the

10 man-minute forced entry feature, not found in the Class 6 vault
door, must be compared with the cost differentia} between the two
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PROTECTION

This is a U.S. Government Class 5 Vault Door which has been tested
and approved by the Government under Fed. Spec. AA-D-600B. It
affords the following security protection:

30 MAN-MINUTES AGAINST SURREPTITIOUS ENTRY.

10 MAN-MINUTES AGAINST FORCED ENTRY.

20 MAN-HOURS AGAINST MANIPULATION OF THE LOCK.

20 MAN-HOURS AGAINST RADIOLOGICAL ATTACK.

The protection certified above applies only to the door and not to
the vault proper.

s
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classes. Additionally, the expense involved in the construction
of a Class A vault, requiring a Class 5 door, is considerably
greater than that found in erecting a Class C vault with a Class
6 vault door.

(2) The Mosler Safe Co. Class 5 vault door has the following features:

(a) An escape device mounted on the inside face of the door to
permit the exit of persons who may become Tocked inside the
vault.

(b) Optional right or left swing door.

(c) Optional day-gate which is designed to be used as a personnel
access control measure while the vault area is occupied.

(d) An optional optical device known as a "peep sight." This is
a wide-angle tubular optical device approximately 60 inches
from the vault floor which provides observation from inside
or, if desired, from outside the vault.

(e) Adjustable wall flanges that accommodate 6-, 7-, 8-, 9-,
10-, 11-, 12-, or 14-inch walls and that provide for + or
- %-inch variation:

(f) A key- or hand-change type combination lock.

(3) The Diebold class 6 vault door is different from the Mosler door
as follows:

(a) Adjustable wall flanges accommodate only 6-, 8-, 10-, and
12-inch walls.

(b) Only a key-change type combination is available.

(4) Procurement of security vault doors is subject to the Government
maximum order Timitation of $25,000 and any desired options should
be specified when placing orders. Additicnally, the finished thick-
ness of the vault walls must be specified in order that proper
adjustable wall flanges may be provided.

Strongrooms. A strongroom should be considered an interior space
enclosed by, or separated from, other similar spaces by four walls,

a ceiling, and a floor, all of which are normally constructed of solid
building materials. Under this criteria, rooms having false ceilings

and walls constructed of fabrics or other similar material shall not
qualify as a strongroom. Specific construction standards are as follows:




T 1600.26 Page X-11

(1)

Hardware. Heavy-duty builder's hardware shall be used 1in

construction, and all screws, nuts, bolts, hasps, clamps, bars,
hinges, pins, etc., shall be securely fastened to preclude
surreptitious entry and assure visual evidence of forced entry.
Hardware accessible from outside the area shall be peened,
brazed, or spot welded to preclude removal.

Walls and ceilings. Construction shall be of plaster, gypsum

board, metal, hardboard, wood, plywood, No. 9 gauge, 2-inch wire
mesh or stronger, or other materials offering similar resistance
to, or evidence of, unauthorized entry into the area. Insert
type panels shall not be used.

Floors. Floors shall be of solid construction, utilizing

materials such as concrete, ceramic tile, wood, etc.

Windows. Window openings shall be fitted with %-inch bars

(separated by no more than 6 inches), plus cross bars to prevent

spreading or No. 9 gauge mesh fastened by bolts extending through
the wall and secured on the inside of the window board. In
addition to being kept closed at all times, the windows shall
also be opaqued by any practical method, such as paint on both
sides of the window, tempered masonite, sheet metal, cement-
asbestos board, etc. ' ) '

Miscellaneous openings. Where ducts, registers, sewers, and
Tunnels are of such size and shape as to permit unauthorized
entry, they shall be equipped with man-safe barriers such as
wire mesh (No. 9 gauge, 2-inch-square mesh) or steel bars of

at least %-inch in diameter extending across their width with

a maximum space of 6 inches between the bars. The steel bars
shall be securely fastened at both ends to preclude removal,
with cross bars to prevent spreading. Where wire mesh or steel
bars are used, care shall be exercised to insure that classified
material within the room cannot be removed or viewed with the
aid of any type of instrument. Door traps shail be dead-bolted
inside the room.

Doors. Doors may be of metal construction or solid wood rein-
Forced with a metal panel on the inside. When doors are used

in pairs, an astragal (overlapping molding) will be used where
the doors meet. When the construction is of No. 9 gauge, 2-inch
wire mesh, a door constructed of similar material may also be
used. However, the wire mesh door shall be reinforced with a
metal panel at least 36 inches wide from floor to ceiling welded
to the inside of the wire mesh wall next to the locking device.
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Door Louvers and Baffle Plates. When used, they shall be rein-

- forced with wire mesh (No. 9 gauge, 2-inch-square mesh) fastened

to the inside of the door.

Door-locking Devices. Doors shall be secured by a built-in three-
position, group 1 or group 1R combination lock. When the con-
struction is No. 9 gauge, 2-inch wire mesh, the locking device
shall be alarmed to detect attempted tampering with the lock.

10-9 APPROVED COMBINATION LOCKS.

a.

Federal specifications under which security filing cabinets and security
vault doors are manufactured require that the units be equipped with a
changeable combination lock. '

(1)

Combination locks are available with either hand-change and key-
change; however, only the latter should be specified when ordering
the container. Changing the combination in a hand-change lock
requires the removal of the discs from the lock and changing each
disc from the old to the new combination. Changing the combination
of a key-change lock simply requires the use of a special change
key that is inserted into the lock case, permitting the new
combination to be dialed.

Replacement locks may be purchased from the Mosler Safe Co.,
Hamilton, Ohio, and Sargent & Greenleaf, Inc., Rochester, N.Y.,

or through their local representatives. In al] replacement orders,’
it is necessary to indicate the style, serial number, and date of
manufacture of the filing cabinet for which a replacement is being
sought. This information is required so that the correct spindle
length can be provided. Figure 10-5 shows the types of security
combination locks available for separate purchase and their
approximate cost.

Combination Padlocks.

(1)

The primary use of the combination padlock within the Department
of Transportation is on the lockbar type filing cabinet. For many
years the only combination lock designated as a security padlock
and available through the Federal Supply Schedule was the Sargent
& Greenleaf Model 8088 (Figure 10-5). This padlock did not meet
the Federal specifications and was accepted on the schedule only
in order to have a padlock available.
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(2) sargent & Greenleaf, Inc., now manufactures two high-security
type combination padlocks (Figure 10-5) that do meet Federal
specifications and that are available through the Federal
Supply Schedule. The stated protection afforded by the concealed-
shackle model 8065 is:

30 man-minutes against manipulation of the lock
30 man-minutes against radiological attack
. 15 man-minutes against surreptitious entry

The unique design of Model 8065 with its versatile security cover
permits it to be used either as a removable padiock in conjunct-
jon with locking bar cabinets and other conventional hasp type
applications, or by fastening the security cover to the surface
of a unit. It can be applied on desks, storage cabinets, filing
cabinets, sliding door cabinets and virtually any type of
container through use of an eyelet or loop designed to suit the
tolerances of the opening in the rear of the padlock.

(3) The stated protection afforded by the exposed shackle model 8077
is:

30 man-minutes against manipulation of the lock
30 man-minutes against radiological attack
10 man-minutes against surreptitious entry

c. Proper Use of Combination Locks.

(1) To ensure effectiveness of combination locks, the following
procedures should be observed:

(a) Combinations should be known only to those persons whose
official duties require access to the container.

(b) The combination should be changed at the time received, at
the time any person having a knowledge of it leaves the
organizational unit, at any time there is reason to believe
it has been compromised, or in any case every 12 months.

(c) The written combination to a lock should be of the same
classification as the material in the container.

(d) Combination records should be sealed in an envelope and
kept on file by the security office.
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In selecting combination numbers, multiples of 5, simple
ascending or descending arithmetical series, and personal
data such as birthdates and serial numbers should be avoidad,

If setting a combination, numbers that are widely separated
shall be used. This can be achieved by dividing the dial
into three parts and using a number from each third as one
of the combination numbers.

The same combination will not be used for more than one
container in any one component.

To prevent a lockout, a new combination should be tried at
lTeast twice before closing the container.

The dial should be turned four or more complete revolutions
in the same direction when securing containers,
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Approx-

Manufacturer M“ Order imate
description cost

Sargent & T8430 XD28X 191 $28.13
Greenleafl ... ’ 1099 27.02
100499 26.05

Moser ....... No. 76010 (hand change) A/ 2745
No. 76013 (key change) 30.05

Available Security Combination l.?clu.

8077 PADLOCK

8088 VPAD LOCK

Model 8065 Concealed Shackle.

FIGURE 10-5. COMBINATION PADLOCKS
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CHAPTER XI

11-1 SECURITY SURVEYS AND INSPECTIONS. Security surveys and inspections are
vital to the conduct of any security program, whether it involves the
protection of Government assets, information or personnel. To draw a
distinction, a survey is usually thought of in terms of determining what
needs to be done in order to provide adequate protection at a facility,
while an inspection is conducted primarily to determine whether or not

- the existing controls are adequate and if they are being enforced. Each
is an indispensable element in any security operation.

11-2 SURVEYS. There are four basic types of surveys.

a. Initial Survey. This is the first survey at a facility. This is
when the decisions have to be made as to what security controls are
needed, how they should be jmplemented, by whom and when. What is
done at this point will set the stage for the future security of the
facility. For this reason the survey must be both thorough and precise
concerning the type of security controls that would be appropriate.
Personnel conducting the survey should have a complete set of drawings
of the facility which depict all areas within the facility, including
all access points and any adjacent areas belonging to the facility,
such as parking lots, warehouses,.etc. The basic criteria against
which the facility should be evaluated are: .

(1) Relative Criticality. All facilities are, to some degree,
valuable to the overall mission of the Department. The
difference is only one of degree. In making this assessment,
the question should be asked what the effect on DOT (and
possibly on National Security) would be as a result of the
partial or complete loss of the facility. If it would have a
major impact on transportation safety and/or on national security
or would jeopardize a vital mission, the criticality factor
should be rated high, especially in the absence of any redundancy
capability.

(2) Relative Vulnerability. The susceptibility of a facility to
damage, theft of property or information, or even destruction,
is dependent upon such factors as: the mission of the facility,
its size and configuration, its physical location (i.e., high
or low crime area), proximity of law enforcement agencies, and
the type of property at the facility that would attract the
criminal element because it lends itself to easy resale or illegal
use; such as, office machines, firearms, drugs, cash or expensive
personal possessions. The presence of classified and/or sensitive
and proprietary data would also enter into the rating. Any
combination of these factors would cause the facility to be
rated high on the vulnerability scale.
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b. Follow-Up Survey. The purpose of this survey is to determine whether
or not tge 1n1tial recommendations had been carried out and, if not,
why not. The fact that work orders may have been issued is no guarantee
that the work will be performed in a timely manner. Any indication that

C. Supplemental Survey. This type of survey is performed when changes occur -
in the organization, mission or physical aspects of the facility that
could possibly alter or affect the overall security program,

d. Special Survey. This type is conducted for a specific purpose, such as,
creation of a controlled area, extensive damage at the facility due to
man-made or natural disasters, a series of thefts at the facility and
unforeseen situations.

e. Survey Reports. The cognizant security element should maintain survey
reports covering all of the facilities under their cognizance, providing
such information as: a physical description of the facility, location,
population, basic mission(s), key management officials, the primary
security considerations at the facility (e.q., high-value jtems, classi-
fied material, monies, armory) and the basic security plan for protect-
ing the personnel and property. These reports would serve the dual
Purpose of providing the security element with a readily accessible
security status of each facility and for scheduling inspections.

INSPECTIONS. Once the basic security controls are established, the facility
should be placed on an appropriate inspection schedule. The frequency of

the inspections will, of course, vary based on the key factors discussed in
the preceeding paragraph; namely, the criticality and mission of the

facility and/or its relative vulnerability to theft, sabotage and similar
incidents. In applying this general criteria to the wide range of facilities
within DOT, security elements should assign facilities under their cognizance
into the following categories:

a. Category 1. These facilities warrant inspection on an annual basis.
They are ones that are highly essential to transportation safety or
other vital DOT missions. The fact that a facility is unmanned should
not be a reason for automatically excluding it from this category.
There are a number of unmanned facilities that perform a vital function
far in excess of that performed at many manned facilities. Facilities
that produce or possess large volumes of classified material, or which
have ADP systems, would also fall into this category, which would be
in compliance with the inspection requirements set forth in DOT 1640.4
and 1640.8, respectively.
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b. Category 2. These facilities warrant inspection at least every three
years. They are not as critical or vulnerable as Category 1 facilities,
but are important in terms of transportation safety or other DOT
missions. For example, if there is a backup or redundancy capability
for the facility's function, then it could be consigned to Category
2 instead of Category 1. .

c. Category 3. These facilities are not required to be inspected on a
reguiariy scheduled basis, but rather on an "as needed" basis; for
- example in the event of a serious security incident or a series of
reported thefts or attempted break-ins. They have some security
interest, but are not considered vital in terms of criticality or
vulnerability. Most of the smaller manned and unmanned facilities
would tend to fall into this category.

11-4 CONDUCT OF INSPECTIONS. It would be impractical to develop a rigid set
of rules or standard format for conducting inspections. As no two
facilities are identical in every aspect, likewise no two inspections
are exactly similar. There are, however, some common denominators that
apply equally to ail inspections. They are:

a. Preparation or Planning Stage. This is an indispensable element in
any inspection. Planning helps the inspector avoid doing a haphazard
inspection with negligible results. Among the things that should be
routinely done during this stage are: reviewing past inspection reports,
and becoming acquainted with the facility's security history, organi-
zational structure, its mission, composition of the work force, work
hours and the relative importance of the facility. Finally, preparing
an informal checklist of the key points to be reviewed during the
inspection and in what order.

b. Inspection Stage. Depth of the inspection will depend upon criticality
of the facility, recency and findings of prior inspections, indications
of possible security problems and similar considerations. The
inspection will not only jnclude the planned checklist coverage, but
should explore potential security problems surfaced during the in-

- spection. Sufficient sampling and checks will be made to support
conclusive findings, either favorable or unfavorable patterns and
trends will be looked for rather than isolated deficiencies. Facility
security procedures and awareness will be checked. Written inspection
notes and supporting material will be prepared. Attachment 5 contains
a physical security inspection checklist that could be adapted
accordingly.
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d.

INSPECTION ASSISTANCE. In order to meet the established inspection
schedules, the security element should solicit the cooperation of personnel
in other non-security functions who have occasion to visit both manned and
unmanned facilities. For example: Personnel in the FAA Airway Facilities
Division who conduct annual safety inspections at unmanned FAA facilities,
If provided with a security checklist by the security element, such
personnel could Tend valuable assistance by checking on the status of
security at the facility with a minimum expenditure of time and effort,
Their reports should be submitted to the security element for review and
appropriate follow-up action.

11-29-77 iﬁ_‘f

Analysis Stage. Prior to leaving the facility the work notes shall

be checked for completeness and accuracy. Significant findings shall

be identified, and when appropriate, facility officials will be given

a verbal briefing on such findings. Agreements on readily-correctable
actions may be made, but wil] be documented in the inspection report.

Reporting Stage. The inspection report is a key step in the inspection
process. Inagequate reporting can nullify an otherwise effective

inspection. Findings shall be stated concisely and precisely. :
Appropriate recommendations for correcting deficiencies shall be

provided. The report shall request timely response describing corrective
actions taken or planned.

Follow-Up Stage. This is the stage when it is determined whether or

not the necessary corrective action had been taken on the security
deficiencies contained in the inspection report. Except for minor
deficiencies, a reinspection of the facility should be scheduled within
a reasonable time after receiving managements' reply to the report of
inspection. The reinspection should be Timited in scope and concentrate
only on the previously cited deficiencies. As in the case of the in-
spection report, management should be advised in writing of the results
of the follow-up inspection.
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CHAPTER XII

INCIDENT REPORTING. An incident reporting program is an essential element
in any security program. It is not enough to develop a comprehensive set
of security controls for a facility without being concerned about the loss/
theft or malicious damage (including arson) of Government property. One
test of how effectively the security controls are working is the number
and type of security incidents that occur at a facility.

REPORTING REQUIREMENTS. The timely reporting of thefts, Tosses or
malicious damage of Government property to the appropriate'security
element is imperative. The quicker the incident report is made, the
greater the possibility of recovering the property and apprehending the
perpetrator. In addition to the timeliness of the reports, they must
be accurate and complete, especially in the description of the property
involved and the circumstances surrounding the incident. What is done
with the report after it is received by the security element is also a
good measurement of the programs' effectiveness. If the reports are not
analyzed or acted upon in a prompt, decisive manner, the reporting
system is undermined.

INDIVIDUAL RESPONSIBILITIES. Under the provisions of DOT 1600.20, an
employee discovering the Theft or malicious damage or loss of Government
property has an obligation to report the incident immediately to the
cognizant security element and/or to the Federal Bureau of Investigation
or the local law enforcement agency. In the event there is no servicing
security element available, a report furnished to the FBI or local agency
is sufficient, provided that a follow-up report is sent to the designated
headquarters security element in Washington, D.C. (For employees assigned
to the DOT Headquarters facilities, the reporting procedures set forth

in DOT 1660.2 apply.) It should be noted that the channels for reporting
missing or stolen property by property custodians under the property
management regulations does not supplant the requirement to report such
matters to the security element. However, through local arrangements
between the security and property management offices, reporting procedures
can be developed that would satisfy both the property control and security
requirements.

RESPONSIBILITIES OF THE SERVICING SECURITY ELEMENT. Upon receiving a
report involving the Toss/theft or malicious damage of Government property,
the servicing security element should:

a. Review it for accuracy and completeness: insuring that it presents a
complete picture of what happened, when and where and who or what may
have been responsible for the incident.
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b. Verify that the FBI and/or the local law enforcement agency had been
notified of the incident. The prescribed reporting format should in-
clude a space or block indicating whether or not such notification had
been given.

c. Initiate, if appropriate, an investigation of the incident, including,
if need be, an on-site visit where the incident occurred. This decision
should be based on the following: .

(1) Is this an isolated incident or one of a series of such incidents
which may indicate a possible pattern?

(2) Does the stolen, lost or damaged property have a high-doltar value
or importance to the mission of the facility?

(3) Is it the type of stolen property that could be readily converted
to personal use or sold illegally; for example, a typewriter versus
a specialized piece of test equipment?

(4) Does the description of the circumstances surrounding the incident
reveal a possible weakness or loophole in the security controls at
the facility? If the facility had not been previously surveyed
or inspected, the reported incident could provide the basis for
scheduling a visit in the immediate future. ‘

(5) Advise the designated headquarters office by the most expeditious
means available if the incident is of such gravity or importance
as to warrant alerting the headquarters; for example, the destruction
by arson of an entire facility and its contents or the wholesale
theft of office equipment from a particular facility. For other
than unusual incident reports, security field elements should submit
summary reports to their headquarters offices on a regularly scheduled
basis, categorizing the security incidents that occurred within the
established reporting period.

12-5 REPORTING FORMAT. At GSA leased or managed facilities, the GSA Form 182, .
Report of Loss or Theft, is the standard reporting form. Copies of the
form may be obtained from the GSA Regional Office or the GSA building
manager's office. Although not specifically designed for that purpose,
it may also be used to report the malicious damage of Government property.
At DOT owned facilities, reports may be submitted in the form of a memo-
randum provided that the same basic information is furnished as required on
the GSA Form 182. Follow-up reports should reference the original report,
for instance, when an item previously reported as missing is later recovered.
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_-6 RECORDS. The designated headquarters office within the administrations

shall compile and maintain statistical data reflecting the total dollar-
value of stolen, lost or maliciously damaged property, including unrecon-
ciled personal property uncovered through property inventories and/or

the property management reporting system. Such data should be compiled
on an annual basis, and be subject to review and analysis by the head-
quarters security elements.
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GSA FEDERAL PROTECTIVE SERVICE REGIONAL QFFICES

REGION 1 (Maine, New Hampshire, Vermont, Massachusetts, Connecticut,
Rhode Island).

704 John W. McCormack Post Office and Courthouse
Boston, Massachusetts 02109

(617) 223-5374

Telecopier: 223-5053

REGION 2 (New York, New Jersey, Virgin Islands, Puerto Rico).

26 Federal Plaza, New York, NY 10007
(212) 264-4252
Telecopier: 264-3635

REGION 3 (Pennsylvania, Maryland, Delaware, District of Columbia, Virginia,
West Virginia).

Regional Office Building, 7th & D St., S.W., Washington, D.C.
(202) 962-8587
Telecopier: 963-5131

REGION 4 (North Carolina, South Carolina, Georgia, Florida, Kentucky,
Tennessee, Alabama, Mississippi).

1776 Peachtree St., N.W., Atlanta, Georgia 30309
(404) 526-3356
- Telecopier: 526-3356 or 526-3360

REGION 5 (Ohio, Indiana, I11inois, Wisconsin, Michigan, Minnesota).

Everett McKinley Dirksen Bldg., 230 S. Dearborn St., 36th Floor
Chizago, I1linois 60604

(312) 353-1496

Telecopier: 353-1858

REGION 6 (Missouri, lowa, Nebraska, Kansas).

Federal Office Building, 1500 East Bannister Rd.,
Kansas City, Missouri 64131

(816) 926-7025

Telecopier: 926-7233




Attachment 1 DOT 1600/
Page 2

REGION 7 (Arkansas, Louisiana, New Mexico, Oklahoma, Texas).

Federal Office Building, 819 Taylor St., Fort Worth, Texas 76102
(817) 334-3557

Control Center: 334-2888

Telecopier: 334-2525

REGION 8 (Colorado, Montana, Utah, Wyoming).

Building 41, Denver Federal Center, Denver, Colorado 80225
(303) 234-3641

Telecopier: 234-2968

REGION 9 (Arizona, California, Guam, Hawaii, Nevada).

525 Market Street, San Francisco, California 94105

(415) 556-1421

Telecopier: 556-3377

REGION 10 (Alaska, Idaho, Oregon, Washington).

GSA Center, Auburn, Washington 98002

(206) 833-5509
Telecopier: 833-5530
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BOMB THREAT QUESTIONNAIRE

2-182a (2-0-76)
CALLER’S VOICE:
Calm Nasal
Angry Stutter
— Excited Lisp
— Slow Raspy
. . - o Rapid Deep
7Tl BOMSB DATA PROGRAM Soft Ragged
Loud Clearing throat

PLACE THIS CARD UNDER YOUR TELEPHONE

T

: Laughter Deep breathing
» QUESTIONS To As: e vt A
1. When is bomb going to explode? - Is)ll::;.x;it ?:;ﬁtllitar
If voice is familiar, who did it sound like?

2. Where is it right now?

3. What does it look like?

4. What kind of bomb is it?

BACKGROUND SOUNDS:

5. What will cause it to explode? ____ Street ____ Factory
6. Did you place the bomb? . Cx:_g?;:ry - Amn?x;};ilni?i'ses
Why? __: gzicgi'stem _ gé:;:: N
j What is your address? : g:i;i - Iﬂg;‘;] distance
% 9. What is your name? _ 1\?32258 OtherBOOth 7
| EXACT WORDING OF THE THREAT: — e nery

F

THREAT LANGUAGE:

__. Well spoken Incoherent
(educated) Taped

— Foul . Message read by

__ Irrational threat maker

REMARKS:

Report call immediately to:

Phone number

Sex of caller: Race: e
Age: Length of call:

Date —, — — .
Number at which call is received:

Name

Position

Time:

Phone number




ATTACHMENT 3
. Page 1

ILLUMINATION STANDARDS

DEFINTTIONS

a. Foot-Candles. Omne foot-candle is the amount of light falling on a surface one
foot from the light source of one candle pover. This measurememt is made at the surface
being illuminated with an {1lumination meter ealibrated in foot candies. A light source

- of a given candle pover rating will produce the same foot candle rating only on surfaces
equidistant from the light source. Since the quality of light received at a surface
varies inversely as the square of the distance between the source and the surface, the
foot-candles will decrease as distance is increased.

b. Horizontal Illumination. Horizomtal illumination is the 1l1lwminpation expressed
in foot candles on a Torizontal surface. The surface is considered at ground level.

¢. Vertical Illumination. Vertical illumination is the {1lumination expressed
in foot-candles on & vertical surface.

SPECIFICATIONS

Weys and means of implementing the below 1isted specifications are contained in the
American National Standards Institute Inc. Practices, "Protective Lighting RP-10" June
1970, prepared under the sponsorship of the I1luminating Engineering Society and
yublished by the American National Standards Institute Inc, 29 West 39th Street, New
fork, New York. Copies may be obtained by writing Publications Department, Illuminating
Engineering Society, 345 East 4T7th Street, New York, New York 10017.

The illumination of boundaries, entrances, structures and areas shall be in accordance
with the following standards: (Foot candles refer to the minimm borizonmtal illumination

at ground level except where othervise stated.)

a. Isolated Fence Boundaries. Where the approach area is clear of obstruction for
100 to 300 feet outside the fence and inside structures are 100 feet or more fronm the
fence and where intentional outward glare is not objectionable, lighting shall be
provided as follows:

(1) Width of lighted strip - 210 feet divided into two zones:

- 7one I - From 10 feet inside to 25 feet outside the boundary (fence).

Zope II - From 25 feet outside to 200 feet outside the boundary (glare
projection). ‘ ‘ :
(2) Minimm Illumination within lighted strip: 0.15 foot candle at any point

measured on & vertical plane 3 feet above ground and parallel to the boundary. In
addition, for Zomel, sufficient {1lumination to assure ready detection of personnel shall

be provided as deemed necessary.

b. Semi-Isolated Fenced Boundaries. Wbere the approach area is clear of obstruction
for 60 to 100 feet outside the fence, lighting shall be provided as follows:
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(1) W1dth of lighted strip: 80 feet extending from 10 feet inside to 70 feet
outside the boundary. .

(2) Minimm 11lumination within lighted strip: 0.0k foot candle at any point.

¢. Non-Isolated Fenced Boundaries. Where the Property to be protected is immediately
adjacent to operating areas of other activites, civil Plants, public thoroughtares, ete.,
lighting shall be provided as follows:

(1) wiath of lignted strip: 60 feet extending from 20 to 30 feet inside to 40 -
or 30 feet, respectively, outside the boundary,

(2) Mintmm 111umination within lighted strip: 0.08 foot candle 1if Lo feet and
0.10 foot candle if 30 feet outside the boundary at any point.

d. Building Face Boundaries. Where faces of buildings are on or within 20 feet of
the property line and the Public may approach the buildings, lighting shall bde provided
as follovs:

(1) width or lighted strip: 50 feet extending from building face.

(2) Mintmm 11)umination within lighted strip: 0.10 foot candle at any point.

¢. Unfenced Boundaries. Where the property lines are more than 20 feet from
buildings and there is mo fencing or outdoor operating areas between buildings and
property lines, lighting shall be provided as follows:

(1) widtn of 1ighted strip: 80 feet outward from the building in the unobstruct
ed area,

(2) Mintmm 111umination within lighted strip: 0.0 foot candle at any point.

f. VWaterfront Boundaries. Whers fenced or unfenced property lines are at or
adjacent to bodies of vater, lighting shall be provided as follows, except that
navigable vater less than 15 feet in width shall be clagsed under a. to e. above asg
though the body of vater were not present: (Caution: Coast Guard officials shall be
consulted for approval of proposed Protective lighting adjacent to navigable vaters.)

(1) width of lightea 8trip: 60 feet extending from 10 feet inside to 50 feet
outside the boundary.

(2) Minimm 11lumination vithin lighted strip: 0.10 foot candle at amy point.

8. Entrances. At gates, doors, or passages authorized for constant or occasional
use at night, luminaries shall be so located as to facilitate recognition of persons,
examination of credentials and inspection of vehicles, and the lighting shall be provided
as follows:

(1) Extent or lighted area: Width of road or walkway extending 25 feet inside
and outside boundary gate for pedestrian entrances, and vidth of road extending SO feet
inside and outside boundary gate for vehicular emtrances. )

(2) Mintmum 111umination vithin lighted area: 2.0 foot candles (pedestrian) or
1.0 foot candle (vehicular) at any point.

h. Industrial Tbom“ea within Security Areas. Industrial thoroughfares within
security areas shall be provided with the folloving minimum 11lumination:
(1) 0.05 foot candle at any point whem not bordered by buildings.

(2) 0.20 foot candle at any point vhen bordered by buildings on one or both
sides.
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L Open Yards and 0] utdoor Spaces. (Material storage aréas, railroad sidings, truck
parking areas, etc.) Within security areas, the following minimum illumination shall be

provided:
(1) Open yards: 0. 02 foot candles at any point.
(2) Outdoor storage spaces: 0.10 foot candles at any point,
j. Piers and Docks, Piers and docks included within a security area shall be provided

with the Tollowing minimum illumination of both water and land approaches (subject to Coast
Guard approval):

(1) Land approaches (a. through i. above, as applicable),

. (22 Water approaches (entending to a distance of 100 feet from pier): 0, 10 foot candles
horizontal out to 50 feet and 0, 05 foot candles vertical from 50 to 100 feet,

(3) Decks of open piers: 0,10 foot candles.
(4) Underneath piers (when pier coustruction makes applicable): 0. 04 foot candles.

k. Critical Structures. Critical structures most easily and seriously harmed at close
range shall be Tighted to an intensity of not less than 2. 0 foot candles at any point and their
vertical surfaces to a height of 8 feet and in the approach area immediately surrounding such
structures, Critical structures easily harmed from a distance shall not be specifically
lighted, thereby lessening their visibility to persons outside the area.

APPLICATION OF SPECIFICATIONS

Ways and means of implementing the foregoing specifications are contained in the American
Standgrdg Practices, ''Protective Lighting", prepared under the sponsorship of the
Illuminating Engineering Society and published by the American Standards Association, 29
West 39th Street, New York, New York.

TYPES OF PROTECTIVE LIGHTING

Continuous. The most common protective lighting system consists of a series of fixed
lights arranged to flood a given area with light continuously during the hours of darkness.

Standby. The standby system of lighting is similar to the continuous lighting system,
However, the system is activated either manually or automatically when suspicious activity

is detected by guards or an alarm system.

Sea rchlights.
a. Portable (on the ground), Manually operated, portable searchlights (on carriages or
wheels) may be employed to supplement either system

b. Fixed and Semifixed on Towers, When the critical nature of the installation requires
use of elevated sentry towers over the perimeter barrier, searchlights that have a 360 degree
area of train, and sufficient elevation and depression to permit exploration of suspicious
actions in the vicinity of the barrier or in adjacent unlighted areas, should be mounted on the




ATTACHMENT 3 :
DOT 1600.26

_Page 4
DEROENCY POVER 11-29-77

In general, any security area provided with protective lighting should have an emergency
power source located within that security area. The emergency power source should be
adequate to sustain all security requirements and any other essential service required
within the security area. Provisions should te made to insure the icmed{ate availability
of the emergency power in the event of the failure of the primary source. Security force
personnel should be capable of starting emergency power equipment. If lack of technical
Xnovledge prevents this, plans must provide for responsible persomnel to respond
immediately to start the equipment. In addition, battery povered lights and essential
commmications should be available at all times at key locations within the security
area in the event of a complete failure of both the primary and emergency sources of

power.
TECHNICAL ASPECTS

8. Gemeral. The differences in building arran
gements, terrain, atmosph
-conditions, and other factors necessitate the designing of,each prot’:ectivepl:gx;ing
system to meet the conditions peculiar to each activity or facility.

b. Design. For maximm economy
» protective illumination should be curtailed &
:arue;:tziactic:ble ainimm consistent with the requirzments of security. Inadesi@gn;he
g system, comnsideration should be ven to
P tion o activior gl the local conditions at the

¢. Wiring System. Multiple circuits may b
Y be used to advantage in protective
ﬁghting Systems. The circuits should be 3o arranged that the f‘a.ilu.repor any one lamp
1l not darken a long section of a critical or vulnerable area. The protection lighting
system sbould be independent of the activity's lighting system and should be so protected
that fires will not interrupt the entire system. ) i

MAINTENANCE

The protective lighting system should provide for simplicity and economy in maintenance
and should require only a minimm of shutdown time, routine repairs, -cleansing, and

replacement.

PROTECTION - CONTROLS AND SWITCHES ‘ - ,

Comtrols and switches for protective lighting systems should be locked, guarded, or both
at all times. The most effective means is to have them located in a key guard station
or central station similar to the system used in intrusion alarm central station

installations.




DOT 1600.26 Attachment 4
11-29-77 Page 1

STANDARDS FOR SHIPBOARD
ARMS AND AMMUNITION AREAS
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1. Remove any existing expanded matal bulkheads and doors or any
light metal bulkheads in ships armory and small arme magasz{ines that
don't couform to the minfmum standards listed below.

&, Periphery bulkhuads shall be minimum of 14 gage sheat steel.

b. Bulkheads constructed of doubla walled extruded aluminux and
aluminum honeycomd shall de replaced with ninimsm 14 gage sheet atael.
Cxisting aluminum plata bulkheads 1/8 of an inch or thicker may be
rotained,

€. All welded construction 1s preferred; howaver, solid core
steal rivets or wechnical fasterners, M1l-Spec }i1-P-23449 or ‘Nil-B-
23470 may be used. Rivets must be 1/4 inch diametsr minimum. Tha use
of pop rivets {s prohibited. .

d. Pins for door hinges shall ba pesuned over to prevent removal.
In addition, to prevent removal of door in the avent the hinge pins are
forcibly removed, threa (3) "L" shapped security brackets shall be
fitted on the inside of the door as shown on enclosurs (1). The brackets
shall be edge welded to the door stiffeners on the hinged aide and
extend past the door frame vhem the door 1s closed. This is not required
if the hinges are located within the spacs,

‘. Door hasps shall be the high security type !:11-H-439054
styla 8 or 9 type 304 stainless staeel. Welding is the prefarred method
.of fastening hasps to bulkhesd and door; however, rivets or machanical
fasteners as per paragraph C.l.c nay be used. S

f. The access door shall bs secured with omne high securicy
padlock, ML1-P-24498 type II wvith a carbide reinforcaed shackla ('S
5340-00-799-8016 open shackle) or (NSN $340-00-799-3248 anti-wadge).
These are the only approved padlocks.

g. In lieu of the hasps and padlock above, whera possible the
BMR Security Products Corporation Tufloc Hodel 40 series integral hasp
and lock should be used. (4 1/2" X 3 1/2¢ 3340-00-144~7310), (6 7/16" X
3 1/2"/RE-5340-00-144-7311), (5 7/16 X 3 1/27/1L4-5340-00-145-0293), (B
3/8" x 3 1/2" 5340-00-144-7359). See enclosures (10) and (11) for -
datails.

2. All small arws are to be stowed in lockers located in tha
armory. For units without an armory the lockar shall be locatad in the
cormsanding officer/officer in charge statércca or the vardroonu. Tha
locker shall be constructed as follows:

4. Lockars must be constructed of not less than 14 gage steel
sheet (Grade ¥).

b. Modify locker hings supports in accordance with ancloaurs
(2).

A

€. Hasps shall ba in sccordance with 41l Spee Mil-k-4390SA Q&‘“‘
typa 304 stainless ateel and a high security padlock as pear paragraph '
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SMALL ARMS SECURITY

C.1.f sball ba used.

: d. 1n lieu of the hasp and padlock as stated & DHR Security
- Products Corporation Tufloc, rodel 60 integral hasp and lock mav be usod
vhare possiblae.

3. For topside orduancs ljockers the existing velded, wvatartigist
lockers shall be used witin high security hardware as specified balow.

a. All lockars are to be sacured with a high security padliock
es per paragreph C.1.f. and hasps, as per enclosures (3) thru (7).

b. The additica of retaining brackats to prevent opening of
the lockar 1f the Linges are removed is also required, Roclosures (&)
and (7) provide detatlls of the retaining brackets.

e. All hasps and hardware shall de walded.

d. VWelding is the preferred metiiod of securing lockars to the
;hips structurs; however, rivets or muchanical f{asteners as per para—
graph C.l.g zay be used.
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CHAPTER III

PERIMETER CONTROLS. Perimeter protection is the first line of defense

in providing physical security for a faciltiy (Figure 3-1). Protecting
the outer perimeter of a facility may be accomplished by installing
fences or other physical barriers, outside lighting, intrusion detectors
or by a patrol force. Often a combination of two or more of these
controls will be the most effective.

PURPOSE OF PERIMETER BARRIERS. In addition to defining the physical limits

oF a facility and restricting access, a perimeter barrier also:
a. Creates a physical and psychological deterrent to accidental entry.
b. Deters unauthorized entry.

c. Delays intrusion into an area, making the possibility of detection
and apprehension more likely.

d. Serves as an effective aid to the guards in controlling access.
e. Facilitates the effective utilization of security forces.

£f. Assists in directing the flow of persons and vehicles through
designated entrances.

TYPES OF PHYSICAL BARRIERS. Physical barriers are of two general types --

natural and structural. Natural barriers include mountains, cliffs,

® ALARMS

PERIMETER DEFENSE ® LIGHTS
eGUARD PATROLS

Figure 3.1 — PERIMETER DEFENSE
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rivers, etc. Structural barriers are manmade devices such as fences, walls,
buildings, grills, bars, or other barriers which deter penetration. To be
fully effective, barriers must be under the surveillance of guards.
Structural barriers should be considered to supplement natural barriers, if
necessary. Structure barriers often imply that chain link fencing is the
only acceptable material for this use. A barrier does not need to be
constructed of wire fencing to be effective as a security control. In
areas where fencing could be utilized, and the appearance of the facility
is a factor, proper planning and design can result in an attractive wall

or barrier. Such a barrier, if properly designed, can have the same effect
as wire fencing without detracting from the appearance of the facility.

TYPES OF FENCING. The two types of fencing normally used are chain 1ink

or barbed wire. The choice is dependent primarily upon the degree of
permanence of the facility, availability of materials and construction

time. Generally, chain link fencing should be straight to permit unhampered
observation and when property lines and location of buildings permit,

should be not less than 50 feet from the object of protection.

a. (Chain Link. Chain link fence, including gates, should be of No. 11
gauge or heavier wire, not less than seven feet in height plus a top
guard and with mesh openings not larger than two inches per side with
a twisted and barbed selvage at top and bottom (Figure 3-2). It shoulf
be taut and securely fastened to rigid metal posts set in concrete.

It should reach within two inches of hard ground or paving, and on sof.
ground should reach below the surface sufficiently to compensate for
shifting soil or sand. Anti-erosion measures such as the use of
surface priming may be necessary. Where it traverses culverts, troughs,
or other openings larger than 96 square inches in area, the openings
must be protected by fencing, iron grills, or other barriers to prevent
passage of intruders without impeding drainage. Chain 1ink fencing is
Tow in maintenance costs, is a minimal safety hazard, and yet has
openings small enough to prevent the passing of pilfered articles.

b. Barbed Wire. Standard barbed wire is twisted, double strand, No. 12
gauge-wire, with four-point barbs spaced four inches apart. Barbed
wire fencing, including gates intended to prevent trespassing, should
be not Tess than seven feet in height plus a top guard, tightly
stretched, and firmly affixed to Posts not more than six feet apart.
Distances between strands should not exceed six inches.

TOP_GUARD. A top guard is an overhang of barbed wire along the top of a

fence, facing outward and upward at an angle of 45 degrees. Three or
four strands of barbed wire spaced six inches apart are used, but the
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PHYSICAL SECURITY CHECKLISTS

The below checklists are designed to serve as a general guide to be used during
the conduct of inspections. They cover the basic security considerations that
apply at most, if not all, manned facilities. They may be adapted as need be
to apply to the particular requirements of the facility being inspected, in-
cluding unmanned facilities. ‘

GENERAL CHECKLIST

1. SECURITY PLANNING.

a. Did security participate in the design and construction stages for
the facility?

b. Are proposed changes in the configuration of the facility which would
affect the overall security program coordinated with the security
element?

c. Are the number of personnel and vehicle entrances restricted to the
minimum required for operational purposes?

d. Were the safety and fire protection requirements provided for 'in’the
design of the facility? '

e. Are the vital utilities adequately identified and protected?

f. Have the internal functions and critical areas which have security
considerations been identified and strategically located?

g. Have the basic physical control measures been provided for in the
leasing arrangements for a facility located in a commercially-owned
building?

h. Have contingency plans been developed to safeguard 1ife and property
.in the event of all emergencies?

i. Have the contingency plans been tested?

2. PERIMETER CONTROLS.

a. Is the perimeter of the facility defined by a fence or other type of
physical barrier?
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If a fence is used, does it meet the minimum specifications for
security fencing?

If building walls and roofs form a part of the perimeter barrier, do
they provide a degree of secur1ty equivalent to that provided by chain
link fence?

If a building forms a part of the perimeter barrier, does it present a
hazard at the point of juncture with the perimeter fence?

Are openings such as culverts, tunnels and manholes for sewers and
utilities which cross the fence line properly secured?

Are the number of perimeter entrances and gates restricted to the
minimum required?

Are all perimeter entrances equipped with secure locking devices and
locked when not in active use?

Is the perimeter of the facility protected by adequate lighting?

Is there a dependable source of power for the lighting system, 1nc1ud1ng
an emergency power supply?

Are intrusion detection devices used for perimeter protection purposes?

Are the gates properly controlled both during and after normal duty
hours?

BUILDING CONTROLS.

Are entrances, including potential entrances, adequately secured?
Have miscellaneous openings into the buildings been secured?

Are the doors installed properly, e.g., frame, hinges, panels?
Are the doors properly constructed or covered with sheet steel?
Are glass panels afforded added protection?

Are the overhead doors secured properly?

Are windows, including the frames, securely fastened?
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k.

Are utility entrances properly secured?
Are potential access points on the roofs secured?

Are ventilating shafts, vents or ducts which are large enough to
provide an entry into the building equipped with screening or bars?

Are walls of solid construction?

INTERIOR CONTROLS.

a.

Have the critical areas in the facility been identified?
Are the access controls to the critical areas adequate?
Are the Government funds properly protected?

Have written procedures been prepared by the fund custodian outlining
action to be taken in the event of a robbery?

Have the contingency plans been tested to insure their effectiveness?

Are the security controls within the fund activity periodically
inspected?

Is the fund activity strategically located within the facility?

Are administrative safeguards observed in the handling and transfer
of funds?

Are the funds stored properly and supplemental controls provided for
as necessary?

Is the fund storage room properly constructed?

Are controlled substances, dangerous drugs and narcotics properly
stored and knowledge of the combination restricted?

Are small arms and ammunition stored only in secured, manned facilities?
Are the weapons storage areas properly constructed?
Are the storage areas aboard ships adequate?

Are the small arms kept in locked racks or in an approved Class 5
storage container?
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Have areas containing pilferable equipment and supplies been pinpointed?

Have adequate control measures been established to help in the pre-
vention of pilferage?

Is there a close working relationship between the security and
property accountability offices on matters involving the loss and
theft of Government property?

Are reports of lost or stolen property submitted promptly to the
security office?

Is the security office apprised of unexplained shortages uncovered by
the annual physical inventories?

Are protective devices used to secure office equipment in place?

LOCKS AND KEYS.

. d.

Has locking hardware been properly selected and applied at the facility?

b. Does the facility have a master-keyed locking system supplied by one
manufacturer?

c. Is the locking hardware of the medium or heavy duty type and have
interchangeable cores?

d. Are high-security key padlocks in use at the facility?

e. Are electro-mechanical door devices used for the purpose of controlling
access to selected areas?

f. Are the number of keys issued kept to a minimum?

g. Are unissued keys properly protected?

h. Is adequate accountability maintained for all keys?

i. Has a key control official been appointed?

GUARDS.

a. Is there a guard force at the facility?




DOT 1600.26

ATTACHMENT 5

11-29-77 Page 5

b. If not, is there a need for guard coverage?

c. Did the cognizant security element participate in the preparation
of the specifications for the guard contract?

d. Are qualified guards assigned to the facility?

e. If required, do the contract guards have ghe requisite security
clearances?

f. Are the contract guards armeA and, if so, have the requirements of
DOT Order 1620.1A pertaining to the use of weapons been incorporated
into the guard contract?

g. Is there a sufficient number of guards assigned to the facility?

h. Are the fixed posts properly located?

1. Are interior patrols conducted after normal duty hours?

Jj. Are the guard orders adequate and observed?

k. Are the guards properly supervised?

Are incident reports promptly submitted to the security element?

INTRUSION DETECTION SYSTEMS.

a.

Are intrusion detection devices used to supplant or supplement the
guard forces.

Is the response time adequate?

Is the alarm system adequately "secured" through the combination of
technological and physical security measures?

Are the signed lines properly protected?
Are alarm systems used to maximum advantage?

Are records kept of all alarm situations, including the reasons for
and the findings?
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VII DESTRUCTION EQUIPMENT.

Are authorized methods used for the destruction of classified material?
Is the destruction process complete with no possibility of reconstruction?
If used, do the shredders cut the material into the required dimensions?

Is the aperature size of the security screen in the pulverizer of the
prescribed size?

STORAGE EQUIPMENT.

a.

e.

f.

Are only approved security containers used for the storage of classified
material?

Has a schedule been established for the orderly replacement of existing
non-approved containers?

If applicable, are vaults and/or strongrooms constructed in accordance
with the established criteria?

Are the vault doors equipped with an emergency escape and relocking
device?

If used, are the combination padlocks of the approved type?

Is maximum utilization made of the storage containers?

SURVEYS AND INSPECTIONS.

a.

Has an initial survey been conducted at the facility and other proposed
security controls implemented?

Is a survey report for that facility on file in the security element?
Is this a Category 1, 2 or 3 facility? (Category .)

Has the facility been inspected in accordance with the established
schedule?

Have deficiencies noted during the inspection been corrected?

When warranted, have follow-up inspections been conducted?
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Has assistance been obtained from non-security functions in meeting
the inspection requirements? If so, have such reports been properly
reviewed and acted upon?

INCIDENT REPORTING.

a.

Are incidents involving the theft, loss or malicious damage of
Government property promptly reported to the security element?

Are the incident reports accurate and complete?
Are reports submitted in the required format?

When required, is notification of the incident furnished to the
FBI and/or the local law enforcement agency?

Is the headquarters security element advised of significant incident
and furnished required statistical data reflecting the theft/loss
experience during the established timeframe?
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WAREHOUSE CHECKLIST

1. Is there a specific procedure in effect that assures strict accountability of
all property ? (On separate sheet, show value of last inventory.)

2. Are the records of this activity subjected to periodic audits?

3. Are sufficient and comprehensive physical inventories conducted?
4. Are inventories conducted by disinterested activity personnel?

5. Is fixed and real property accounted for?

6. Are stock record or bin cards maintained?

7. Are stock levels on these cards verifiable through records of mcommg
stock?

8. Are issues recorded on these cards indexed to specific requisitions?
(Voucher No’s.)

9. Are investories recorded on these cards?

10. Is there excessive use of reports of survey?

11. Is there a specific and secure procedure for the receipt of incoming
property?

12. Are there any weaknesses in the present system for the physical un-
loading and storage of merchandise?

13. Are delivery personnel requlred to produce a Bill of Lading or other
listing of the delivery?

14. Is an accurate tally condueted prior to acceptance?

15. Are delivery records checked against requisitions or purchase orders?
16. Is acceptance of deliveries limited to specific personnel?

17. Are incoming shipments carefully checked for signs of pilferage, dam-
age, etc.?

18. Are shipping and receiving platforms free of trash and are shipments
neatly stacked for proper observation and counting?

19. Are unauthorized persons kept from storeroom/storage areas?

20. Is a current personnel access list maintained?

21. Are supplies adequately protected against pilferage?

22. Are adequate protective measures afforded open storage?

23. Is material in open storage properly stacked, placed within, away from,
and parallel to perimeter barriers, to provide unobstructed view by patrol
personnel?

24. Are adequate locker and “break area” facilities provided for
employees?

25. Is there a secure place to keep broken cases of damaged merchandise to
prevent pilferage?

26. Is there a secure room or container for the safekeeping of sensitive
items?

27. Are employees permitted to carry packages in and out of work areas?
28. Are provisions made for parking privately owned vehicles to insure
that they are not parked in an area offering an opportunity to remove
items from the building to the vehicle undetected ?

29. Are trash collectors permitted in the building ? (Janitorial help.)
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30. If 8o, are trash containers inspected to assure no supplies are secreted
in the containers?

31. Is there a specific procedure in effect for the issue and/or shipping of
property?

32. Are there any weaknesses in the present system for the physical issue
or shipment of property?

33. Are receivers required to receipt for the goods?

34. Are signature cards used for all authorized receiptors?

35. When issues are made by shipment, is there a means to verify their
arrival at the requesting facility ?

36. Are shipments or deliveries receipted to the carrier or the person
making the delivery?

37. Are adequate controls maintained over property prior to issue?

38. Is responsibility for items fixed ?
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FUND ACTIVITY CHECKLIST

Is the fund activity adequately guarded?

Have adequate precautions been taken to prevent unauthorized entrance after
duty hours?

Have security measures been coordinated with the security element?

Is the fund activity equipped with adequate facilities for the storing and
safeqguarding of public funds and documents?

Do the safeguards employed during normal operations preclude loss, sub-
stitution, or pilferage of public funds and documents?

Are vaults or safes accessible at any time to unauthorized persons?

Are unauthorized persons excluded from the working areas of the office by
means of railing or counter?

Are money exchanging windows situated so as to prevent unauthorized access
to funds? (If not, explain on separate sheet.)

Is cash in excess of current disbursing needs promptly deposited to the
credit of the Treasurer of the United States?

Are internal office procedures established to provide controls on all
undelivered and returned checks?

Is there a central point for their receipt, holding, and final disposition,
with responsibility therefor charged to a specific individual?

Is the cashier provided with a separate working space or properly inclosed
cage or room with a window for paying and receiving?

Is a cash drawer with key lock, or a field or similar safe, provided for
safequarding funds and vouchers during temporary absence of the clerks?

If more than one person in the office has cash in his possession, is each
person provided with a separate and secure receptacle for such monies?

Are receipts taken for all funds entrusted to the cashier and receipts
given the cashier for all funds returned or valid vouchers accepted?

Is there a procedure for unannounced verification of cash on hand?
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Do current records indicate that such verifications are being made on an
unannounced basis at least once each quarter?

Is a detailed record maintained of daily settlement of cash transaction
between disbursing officer and cashier(s) or deputy and cashier(s)?

Is positive identification of the payee made prior to any cash payments?
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CONTROLLED SUBSTANCE CHECKLIST

Does the location of the room/area afford adequate protection?
Is the room/building that houses the narcotics of permanent construction?

Are bulk narcotics/controlled drugs stored in a vault or similar protective
storage?

Is there an authorized narcotics cabinet/chest (hospital ward)?
Is the vault/safe/cabinet kept securely locked when not in use?
Are responsible personnel in close vicinity to assure protection?

If narcotics are stored in a small moveable safe or the like, is the safe
adequately secured to a permanent part of the storage room or building?

Are procedures established to insure strict accountability and control of
narcotics and controlled drugs?

Is a narcotic and controlled drug register maintained?

Does it contain narcotic and controlled drug inventory?.

Does it contain a narcotic and controlled drug record?

Is the register maintained properly?

Is a separate record prepared for each drug or alcoholic content?

Is a joint inventory taken by the responsible person going off duty and
the person coming on duty?

Is the balance on hand recorded in the appropriate column by both
responsible persons?

Is the register secured and available only to authorized personnel?

Is the box heading of each record completed in its entirety, j.e., ward
number, date, correct name of the drug, accountable unit of measure, and
balance on hand?

When a drug is dispensed, is the complete information recorded as to
disposition, i.e., day, hour, patient's name, initial and last name of
doctor who ordered the medication, etc.?
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19. When a unit of narcotic or controlled drug is accidently destroyed,
damaged or contaminated, is a record of the fact entered on the record?

20. When accountable drugs are issued to a ward, are entries made by the
pharmacy representative on the appropriate form, i.e., the day, hour,
amount of drugs, and new balance?

. 21. Are corrections of errors in the drug register in accord with current
requlations?

22. Have there been any reports of a loss, theft, or unaccounted for drugs
within the past 12 months?

23. Is an intrusion detection device/system installed?
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DATE:
¥ *LISTING OF PERSONNEL TO BE CONTACTED IN EVENT OF EMERGENCY

Name Room Number Business Phone Home Phone

DESIGNATCD OFFICIAL

DEPUTY DESIGNATED OFFICIAL

COORDINATOR

CHIEF WARDEN

BUILDINGS MANAGER

EMERGENCY

Local Police Dept.

BUILDING GUARD OFFICE

GUARD POST Local Fire Dept.

Other Ambulance Service
Health Unit

*Update as necessary. Army Explosive Ordnance

Disposal Unit
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DATE:

*ROSTER OF ORGANIZATION OFFICIALS

Qfficial

**Designated Official

Deputy Designated
Official

Buildings Manager

Personnel Movement
Officer

Medical Officer

Fire Marshal

Jtilities Officer

Bomb Reconnaissance
Officer

***Welfare Officer

***Radiological Cffiicer

***Supply Qfficer

*Update as necessary.

**An alternate shall be selected for each Organization Official.

***Do not include these officials in the plan if the facility does not
have an approved civil defense emergency shelter.

Name, Position and Agency Room and Telephone
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APPROVAL

The Facilit: Protection Plan for _ (Building Address) has
been coordinated with and approved by officials of tenant agencies.

(Designated Official) (Buildings Manager)
(Tenant Agency Official) (Tenant Agency Official)
(Tenant Agency Official) (Tenant Agency Official)

Office responsible for plan preparation, clarification, updating, and changes:

Agency Office Rm. No. Tel. No.




CHAPTER 1. GENERAL (.

1. GENERAL. The Federal Government has an inherent responsibility

for minimizing danger to life and property arising from the affects

of bomb thr=ats, bombs, enemy attack, fire, explosion, earthquake,
serious weather disturbances and other disasters affecting a Federal
building. To cope with these effects, the General Services Adminis-
tration requires development of a protection plan in accordance
with FPMR, Chapter D, subpart 101-20.5, Physical Protection; and HB,
Disaster Control and Civil Defense in Federal Buildings (PBS P 2460.1A),
and HB, Physical Protection, chapter 11, (PBS P 5930.2A).

2, Authority. The authority of the General Services Administration
for the protection of life and property in federally-cwned and occupied
buildings, and its responsibilities for emergency preparedness program
in such buildings, is derived from statutes and Executive Orders.

3. Applicability., The responsibilities and procedures recommended in
this Model Plan apply to all property under the charge and control of
the General Services Administration and to all perscns entering in or
on such property, Each occupant agency shall be responsible for the
observance of these rules and regulations.,

4, Provisions of the Facility Protection Plan.

- a. Federal Property Management Regulations Chapter D, subpart
101-20.1 (Building Operations, Maintenance, Protection and
Alterations) applies to the closing of buildings to the
public when:

(L) Emergency situations make it reasonably necessary to ensure
the orderly conduct of Government business. The decisicn
to close the property shall be made by the designated
official under the Facilities Protection Plan.

(2) Conduct on the property creates loud or unusuil noise;
reasonably obstructs the usual use of entrances, foyers,
lobbies, corridors, offices, elevators, stairways, or
parking lots; otherwise impedes or disrupts the perform-
ance of official duties by Government employees; or prevents
the general public from obtaining the administrative
services provided on the property in a timely manner.

THE DESIGNATED OFFICIAL UNDER THE FACILITIES _PROTECTION
PLAN SHALL BE RESPONSIBLE FOR ENFORCING THIS RULE,

b. A current complete copy of the Plan will be kept on file by all
personnel shown on pages iii and iv and all tenant agency officials.
The Buildings Manager will forward three copies to the Federal
Protective Service Division, Public Buildings Service, GSA
Region 3, 3PSS. The Plan will be available for inspection by
GSA and by tenant agency officials. The Plan will include a
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record of its approval by the appropriate agency officials and
shall be updated as necessary to insure that it is curreht at
all times,

’Q. The basic provisions of the Plan will be made known to all building
occupants by:

(1) Posting alarm signals on bulletins boards.

(2) Posting evacuation routes on bulletin boards, corridor
intersections and office exits,

. “ (3) Posting listings of ¢ ‘Protection Organization personnel
on bulletin boards., (Pages iii and iv)

(4) Distributing emergency instructions to all employees.




CHAPTER 2. ORGANIZATICN

1. Respingibilities.

a. 'The establishment of the -‘Protection Organization in the
(Name or Address of Building)
‘s a joint responsibility of all tenants.
(Name of Agency)
is the agency having the largest number of employees assigned to
this building, is considered the primary tenant, and therefore, is .
responsible for providing the direction for the development of the .
Self-Protection Plan and for staffing and training of the Organiza-
tion. Personnel for the Organization will be recruited on an
equitable basis from among all the tenants.

-

b. To the extent possible, GSA will install and maintain protective
equipment, such as warning devices, alarm systems, and firefighting
apparatus, and will promote training for building operations
employees and other employees in equipment use.

2. Advisory Committee. An advisory committee will be established to
assist in the development of various phases of the Plan. The committee will
consist of one representative from each tenant agency.

3. Designated Official. (Name of Official) , the highest
ranking official of the primary occupant agency, will be the Designated
Official for the building. (Can be an alternate high ranking official,
designated in advance by agreement of occupant agency officials.)

b, Buildings Manager. The Buildings Manager is responsible for providing
leadership, assistance, and follow-up to ensure establishment and continuity
of the Plan. He will provide information and guidance, advice on establishing
the Organization, and he will assist the designated official in recruiting
qualificd personnel for technical services such as utilities control and for
making ¢rrangements for training of Organization personnel.

5. Designation of other Organization personnel.

a. Each tenant agency will provide the personnel to staff the Organiza-
tion for the building in proportion to its share of the total
Federal employment in the building. The Designated Official will
confer with the appropriate official of each tenant agency and
arrange for the designation of a principal and alternate for each
of these positions: Deputy Designated Official, Bomb Search and
Reconnaissance Officer, Personnel Movement Officer, Medical Officer,
Fire Marshal, and Utilities Officer. (Refer Figure 2-2) Depending
on availability of rescue personnel such as Fire Departments,
consideration should also be given to the need for a rescue team.

b




Each of the Organization officials will be desiénated in a letter
signed by the Designated Official and countersigned by the chief

official of the agency in which the designee is employed. The

Designated Official will retain a copy of each letter of
designation. ’




JOJTUO sUOSIIG

DUESETEUUOIDY quog

poddeoypuey
Jo3tuoy |
auoydayal [
q 83UglsI8EYy J03TUoK | 103 7UOK
Pmucmuuuum< axeIraM £L1ddng 1ed13o1oIpEy 01BA3Y
J93usBeN] [
19271330 I321330
I3073JJO :ABIIOM L1ddng 18oj80103p*Y 1| 103 TUOl
] Aem11938
[19179Ys asusgap {TIATO ® sey A111100]
9yl JT Afuo suotrjtsod essayg apnyouy) J03}JUol
ITxXH |
I0014 J03FUOK
punoas ] JuoZ
103 TUOol
mea], s13Ys1Ind
med], 10313U0) ~uTIyH 8103 TUOK
Yd1e3ag quog 837371130 2214 | | PIV-Isayy uapaepm Jool4
1321330 1301330 Leysaen 1301330 1321330
. B3FITTIAN LR & 1293Ipa JUIWAIAOK [9UUOSIIJ
| I | I ]
18191330
paileulysaq
A3ndaq
9333 TUWO) 238 vuEy
A1081APY 18191330 s3uypryng
poieuB18aq

LYVHO NOLLYZINVOHO

Figure 2-1

]
\O
|



TYPICAL STAFFING REQUIREMENTS

+ 7ILDING DESCRIPTION:

Location

Construction

GSA Building Number

Number stories

Net area

Occupancy

Number occupants

Total FSPO Support Assignments
Total FSPO Alternzte Assignments

SUPPORT PERSONNEL:

First through xxxx Floors

Number

Floor Warden

Room Monitors

Exit Door Monitors
Elevator Monitor
Messenger

Telephone Monitor
First-Aid Monitors

Fire Extinguisher Monitors

Stairway Monitors
Zone Menitors
Wing Monitors

Handicapped Persons Monitor

Figure

Address
Fire resistive-Heavy Timter-Ncncombustible-
LXK Ordinary-Wcod Frame.
XX
sq. ft.
Office-Storage-Special
000
00
00
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Utilities Control Team

Assigned as needed.

X persons per building -

*Welfare Assistants

X persons per building -- Assigned as needed.

*Radiological Monitors , R

X persons per building -- Assigned as needed.

*Supply Assistants

X persons per building - Assigned as needed.
An alternate shall be selected for each support position.

*Personnel should be assigned to these positions only if the facility
contains a civil defense shelter.

Figure 2-2
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6. Building occupants. Each supervisor will acquaint his employees with
 the alarm signals and emergency instructions. Each employee is expected to
- react to alarms and direction by Organization personnel during an emergency.
“"he employee must follow directions of and cooperate with Organization
" personnel.

7. Basic functions. The Organization as shown in Figure 2-1 will perform
the following functions:

a. Firefighting and evacuation of building occupants. This function
provides for the planned and directed evacuation of all building
occupants in the event of an emergency. Also, it provides for the
fightirg and control of fires before the arrival of local fire-
fighting forces. It is performed by the firefighting and evacuation
group under the direction of the Firefighting and Personnel
Movement Officer who are assisted by floor wardens and their

- assistants.

b. First-aid. This function provides for emergency medical treatment
by personnel trained in administering first-aid. It is performed
by the Medical Officer who is assisted by First-Aid Monitors.

c. Utilities control. This function provides for control of utilities
in the building in the event of an emergency. It includes the
control of all electrical and mechanical equipment; water, gas and
steam valves and conduits; power switches; ventilation and
refrigeration devices; and any other such equipment in the building.
Personnel employed in the maintenance and building operations should
be assigned to this function. It is performed by the utilities
control group under the direction of the Utilities Officer who is
assisted by the utilities control team.

8. Succession to command. To provide continuity, certain persons are
designated to succeed to command should the Designated Official be unable
to discharge the duties and responsibilities of that position. The
succession to command is as follows:

1. Deputy Designated Official
2.. Personnel Movement Officer

. Chief (or first floor) Warden

3

L. Fire Marshal

5. Bomb Reconnaissance Officer
6

. Utilities Officer




1. Decignated Officials's Duties. The Designated Official is responsible

CHAPTER 3. DUTIES AND RESPONSIBILITIES

for developing the Plan to protect life and property and to ninimize damage
in the event of a *(civil defense emergency or other) disaster; for
coordinating such planning with the Buildings Manager, tenant agency
officiali#; and (the local civil defense director;) for seleciing, organizing,
and training an adequate staff to conduct the emergency operations required
by the facility's Plan (and for directing and supervising the activities of
the building occupants during an enforced stay in the shelter within the

facility.)

The Designated Official performs at least the following duties:

a.

b.

g.

He insures that the basic provisions of the Plan are disseminated
to all persons employed in the building.

He requests the Buildings Manager to assist in planning for,
obtaining, and installing necessary alarm systems; and in recruiting
or selecting qualified emergency service personnel.

He establishes and reports to a control point from which the
activities of the Organization may be directed in an emergency.

He maintains liaison and cooperates with the principal officers of
the tenant agencies, or their designees, on problems arising in
the selection and training of tenant agency employees for the.
Organization.

He arranges for posting on appropriate bulletin boards (or other-
wise publicizes within the building) a roster of Organization
personnel who have responsibilities for (inshelter or other)
emergency operations.

He takes all necessary actions to insure that the facility's
Organization operates safely and efficiently in emergencies.

He exercises command responsibility for the orderly movement of
all personnel in the building (including non-tenants) in accordance
with the Plan.

He maintains liason with (the local civil defense director,) the
local fire and police departments.

He insures that appropriate training courses are set up and that
arrangements are made for obtaining assistance from (the local
civil defense organization,) the Red Cross, local fire and police
departments, and other sources, as required, to train the
Organization staff.
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jo With the approval and cooperation of his agency, the Buildings
Manager, and the building owner, he coordinates arrangements for
and directs (civil defense,) fire and bomb evacuation drills.

k. He arranges for and supervises the storage of required supplies
and equipment in the facility (shelters).

1. He conducts periodic inspections of (shelters in) the facility.

(m. He directs all shelter management operations when fallout shelters
in the facility are occupied.)

. (n. He works closely with and cooperates with the local or state civil
defense director in all matters involving the facility's Plan,
Organization, or operations.)

(0. He assesses the nature and extent of damage resulting from enemy
attack and reports this to the local civil defense director.)

*NOTE: All references to civil defense operations and responsibilities are
contained in brackets. If the facility does not contain a civil
defense shelter, the brackets and enclosed words should be eliminated.

2. Deputy Designated Official (or Coordinator). The Deputy Designated
Official serves as the principal assistant to the Designated Official and
acts for him in his absence. The Deputy performs such duties as the
esignated Official may assign. The Designated Official may assign to the
eputy the responsibility of coordinating the training of Organization
rsonnel, including arranging for instructors, obtaining appropriate
caining materials, arranging training schedule, etc. During emergencies
he reports to the control center.

3. Personnel Movement Officers. The Personnel MOvement Officer is
responsible for supervising and expediting the planned and controlled
movement of all building occupants in an emergency. Under the general
direction of the Designated Official, the Personnel Movement Officer

serves as head of the Personnel Movement Service and performs the following
duties:

- a. Plans personnel movement routes and establishes movement procedures
to effect the personnel movement provisions of the Plan.

b. Assures that all Organization personnel responsible for occupant
evacuation, conduct an evacuation route search for bombs or
suspicious items EEFORE any occupants are allowed to pass through
public areas.

c. Assigns and trains Floor Wardens and related personnel as required.
d. During drills and actual emergencies, supervises and directs

movement of personnel within, (into,) or out of the building as
required by the building protection plan.
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e. Assures that all building occupahts, including members of the &
Jrganization, comply with procedures indicated by the alarm signals(
as specified by the Plan.

N

f. Ouring emergencies, he reports to the Control Center.

L, Floor Warden. Under the direction of the Firefighting and Personnel
Movement fficer, the Floor Warden supervises firefighting an? expedites the
evacuation of personnel from his floor. His duties include:

a. Assuring that evacuation routes are clearly identified, are posted
on the bulletin board, corridor intersections and office exits, and
are made known to the regular occupants of the floor.

b. Assuring that the evacuation procedures are known to all regular
occupants of the floor.

c. Directing the orderly flow of personnel, during drills or actual
emergencies, along the prescribed evacuation routes.

d. Immediately establishing a new route of evacuation if a bomb or a
suspicious item is discovered along the normal route of evacuation.
Insuring that no part of a straight line route is used if a suspicious
item is contained within a corridor, stairwell, wing, etc.

e. Assuring that fire extinguisher monitors know their stations,
locations of firefighting equipment ‘in their area of responsibility
and the alarm signals which direct them to their staticns.

f. Coordinating the activities of stairway monitors, elevator
monitors, telephone monitors, zone monitors, messengers, handi-
capped persons monitors, fire extinguisher monitors, and first aid
monitors.

g. Maintaining a current roster, which is posted on the bulletin board,
of personnel with evacuation assignments by listing names, emergency
assignment, room number, and telephone number, and keeping the
Firefighting and Personnel Movement Officer informed of changes in
the roster.

h. Maintaining a roster of physically handicapped personnel regularly
on the floor and making provisions for their evacuation in an
emergency.

i. Immediately reporting fires on his floor to the Designated Official.

j. Reports to the Control Center after evacuation has been completed.
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k;f5. Zone Monitor. Under the direction of the Floor Warden, the Zone
_Monitor supervises and expedites the evacuation of personnel from his part
f the floor. His duties include:

a. Assuring that evacuation routes are clearly identified and are made
known to the regular occupants in his part of the building.

b. Directing the orderly flow of personnel, during drills or actual
emergencies, along the prescribed evacuation routes in his part
of the building.

- ¢. Immediately establishing a new route of evacuation if a bomb or
suspicious item is discovered along the normal route of evacuation.
Insuring that no part of a straight line route is used if a
suspicious item is contained within a corridor, stairwell, wing, etc.

d. Appointing column leader to lead personnel along the prescribed
routes to an area specified by the Floor Warden.

e. Assuring that all personnel have vacated his area of the floor
when this is required.

f. Assuring that rooms are vacated, windows and doors are closed, and
electrical appliances are turned off in his part of the building
during fire evacuations.

g. Windows and doors are to be left open and lights remain on during
bomb threat evacuations. ‘

. Stairway Monitor. Under the direction of the Floor Warden, the Stairway
Monitor contrcls the movement otf personnel in the stairway. His duties
include:

a. Inspecting complete stairway to insure there are no suspicious items
if evacuating for a bomb threat.

b. Immediately establishing a new route of evacuation if a bomb or a
suspicious item is located therein.

c. Keeping door open to stairway.

d. Keeping personnel in single file in stairway and instructing them
to grasp handrail.

e. Keeping personnel moving steadily at a walking pace and not
permitting them to run.

f. Closing door after all personnel in line have passed through door
and leaving post when last person passes through door.

e
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7. Elevaror Monitor. Under the direction of the Floor Warden, the
Elevator Monitor controls the use of passenger elevators. His ’duties

include:

a. Taking position at passenger elevators, assisting the movement
of nandicapped personnel and Handlcapped Fersons Mcnitors into
elevator, and restricting elevator use by others.

b. Knowing operation of elevator: how to avoid stopping at certain
floors, manual operation, what to do if elevator stops between
floors, etc.

¢. Maintaining list of handicapped persons on the floor. List and .
revisions will be given to Floor Warden. List will include the
following information about handicapped persons: name, telephone
extension, room number, and type of handicap.

d. Capturing all elevators and bringing them to the first floor for
use by fire, police or other emergency personnel, after handicapped
personnel have been evacuated.

8. Handicapped Persons Monitor, Under the direction of the Floor Warden,
the Handicapped Persons Monitor assists physically handicapped persons who
would require the use of an elevator to evacuate the building. His duties
include:

a. Assisting handicapped persons from their places of work to the
elevator, down the elevator, and cut of the building.

b. Knowing the  location of the handicapped persons who are to be
assisted, their types of handicaps, and the location of any
wheel chalrs crutches, etc,, which may be needed by the hand-
icapped persons

c. Noce elevators are to be used to evacuate handicapped persons
only when authorized by the designated official,

9. Ground “loor Exit Monitor. Under the directicn of the Cround Floor
Warden, the Ground Floor Exit Monitor contrcols the egress from the
bullalng {lis duties include:

a. Insuring there are no suspicious items in the route of evacuation
if evacuating for a bomb threat.

b. ImmedlateTy establishing a new route of egress if a bomb or
suspicious item is discovered near the exit of the building, and
continued surveillance to ensure personnel are not allowed to
core close to the area from either direction.

¢. Maintaining his assigned exits clear of obstructions.
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d. Opening doors to assigned exits.
e. Preserving order at exit areas inside and outside of building.
f. Keeping people a safe distance from exits and not allowing
unauthorized personnel to enter buillding before the signal
to reenter has been given,

10, Messenger. Under the direction of the Floor Warden, the Messenger
carries messages. His duties include:

a. Carrying written and verbal messages for the Floor Warden
(avoiding walking against traffic where possible).

b. Performing other errands as required by the Floor Warden.

11, Telephone Monitor. Under the direction of the Floor Warden, the
Telephone Monitor places telephone calls and relays telephone messages.
His duties include:

a. Operating telephone and finding telephone numbers of
Organization personnel.

b. Relaying telephone messages to and from the Floor Warden.

12, Medical Officer. The Medical Officer serves as head of the Health

and First~Aid Service. He is responsible for training and equipping all
personnel assigned to perfrom medical or first-aid services in an emergency,
and for supervising emergency first-aid or medical self-help operations
within the building during an emergency. His duties include:

a, Arranging with the American Red Cross or other sources for
first-aid and medical self-help training for all Organization
personnel who need it,

b. Supervising the selection of first-aid or medical treatment
areas (in shelters and elsewhere,) as required,

¢. Directing first-aid or medical self-help operations and control-
ling access to medical supplies, as required, to assure their
proper use, conservation, and availability for emergency use.

d. Establishing policies and rules governing the emergency treat-
ment of ill and injured persons, the maintenance of adequate
sanitation and hygienic standards, and other matters relating
to emergency health, hygience, and medical activities within
the building during an emergency (or during the occupation of
shelter within the building).

(e. Inspecting the storage and handling of food and drinking water
in shelter areas within the building.)
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13, First-Aid Monitor. Under the direction of the Medical Officer, the
First-Ail Monitor administers immediate first-aid to injured personnel.
His dutizs include:

a. Knowing the location of medical supplies and treatmeat areas.
b. Administering first-aid to injured persons.

c. Knowing the extent of first-aid to be administered and whom to
notify if more treatment is needed.

d. In the absence of injured persons on the floor, and when all
occupants have evacuated, reporting to the emergency treatment
center to assist the Medical Officer.

14. Fire Marshal. The Fire Marshal serves as head of the Fire Service.
With the cooperation of the Buildings Manager, he organizes firefighting
teams for initial firefighting operations. His duties include:

a. Providing firefighting instruction through available sources.

b. Assuring that firefighters know their stations, locations of fire-
fighting equipment in their area of responsibility, and the alarm
signals which direct them to their stations.

c. Deploying firefighting personnel to fire areas to extinguish or
contain fire pending the arrival of other firefighting forces,
and cocperating with such forces upon their arrival.

d. Working closely with the Buildings Manager on matters of fire
prevention and protection.

e. During emergencies, he reports to the Control Center.

15. Fire Extinguisher Monitors. Fire Extinguisher Monitors operate hand-
type f.re extinguishers. Their duties include: '
a. Knowing the different types of fires and types of Iire

extinguishers to use.

b. Being familiar with the operation and capacity of fire extinguishers
on their floors.

c. Knowing the location of fire extinguishers and alarm signals which
direct them to their stations.

d. Using care in operating fire extinguishers to avoid unnecessary
damage to personal equipment and records.

e. In the absence of fire in their area, reporting to the Fire
Marshal for instructions.
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16. Utilities Officer. The Utilities Officer is responsible for controlling
building utilities during an emergency. Under tne direction of the Deputy
Designated Official, the Utilities Officer serves as head of the utilities
ontrol group and performs the following duties:

a. Establishes a plan to attend mechanical devices; ventilation,
water, gas, and steam valves; power switches; etc., during an
emergency.

b. Dispatches individuals or teams, at the sound of emergency alarms,
to prearranged control points for preplanned or directed action.

17. Utilities Control Team. Under the direction of the Utilities Officer,

- the Utilities Control Team is responsible for controlling utilities during
an emergency. During emergencies they report to the Utilities Officer in
the basement or other predesignated location.

18. Bomb Search and Reconnaissance Officer. The Bomb Search and Reconnaissance
Officer serves as the chief of the Bomb Search Team. He is responsible for
recruiting, organizing, training, and equipping, if necessary, all personnel
assigned to bomb search activities. He shall establish contact with bomb
disposal units of local law enforcement agencies and with the U. S. Army,
Explosive Ordnance Disposal Detachments, in his area. Some of the duties

and responsibilities of the Bomb Search and Reconnaissance Officer are as
follows:

a. Ascertain the structural composition of the building to determine
possible explosion effects. '

b. Establish a cascade telephone system to alert all team members to
effect a building search.

c. Coordinate search activity with local law enforcement search team
and/or the U. S. Army Explosive Ordnance Disposal Detachments.

d. Validate the probability of a suspicious item being a bomb before
personnel are evacuated (if time permits him to do so.)

19. Bomb Search Team. Members function under the direction of the Bomb
Search and Reconnaissance Officer. Members are normally assigned from those
positions coming under the responsibility of the Personnel Movement Officer
and from available building operations personnel and building guards. Their
duties are:

a. Search assigned areas for bombs, suspicious packages, and items
that do not fit in with their surroundings.

b. Immediately report any suspicious objects to the Bomb Search and
Reconnaissance Officer AFTER all personnel in the immediate
vicinity, (next to, above and below the object) have been evacuated.

c. Report to Bomb Search and Reconnaissance Officer when search of
assigned area is completed.
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*(20. Radiological Officer. The Radiological Officer serves as the head
of the Radiological Monitoring Service. He is responsible for organizing, |
training, and equipping personnel assigned to radiological monitoring
functions and for supervising and directing all radiological monitoring
activities within the building after a nuclear attack. His duties include,
but are not limited to:

a. Training or arranging for the training of all personnel assigned
to the Radiological Monitoring Service.

b. Obtaining and providing for the safe storage of radiological
monitoring instruments, personnel dosimeters, and related equipment.

c. Insuring that all radiological monitoring instruments assigned to
or in the custody of the Organization are maintained in effective
operating condition.

d. After occupation ot any shelter area in the building, directing and
supervising radiological monitoring activities and serving as
technical advisor on radiological defense to the Shelter Manager
and Coordinator.)

(a1. Radiological Monitors. The Radiological Monitors assist the
Radiological Officer in the performance of his duties.)

(22. Supply Officer. The Supply Officer is responsible for the care of
and issuing to appropriate officials all supplies, especially essential
stocks of food, water, medical suprlies, sanitation equipment, and radiologj
monitoring instruments. He serves as head of the Supply Service and
performs the following functions associated with shelter management:

a. Plans and schedules distribution of supplies to appropriate
leaders, and regulates consumption in conformance with established

shelter management policy.

b. Procures, as available, and to the extent storage space permits,
desirable items over and above basic stocking throush the local
government or other possible sources.

c. Establishes a program covering the acceptance and s*torage of
issued supplies and personal supplies; inventories zll supplies and
equipment; provides for, and maintains, security storage of such
materials; and issues daily rations, medicines, and other 1tems
to appropriate Organization officials.

d. Trains supply assistants in sufficient numbers to carry out the
supply functions of the Plan.)

(23.  Supply Assistants. The Supply Assistants assist the Supply Officer
in the parformance of his duties.)
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(24, Welfare Officer. The Welfare Officer is responsible for the
rganization and training of a staff of persons who will provide for

~ gistration of shelter occupants and their subsequent needs, such as unit
eding, billeting, recreation, information, and religious requirements.)

(25. Welfare Assistants. <Lhe Welfare Assistants assist the Welfare
Officer in meeting the feeding, billeting, recreation, information, and
religious requirements of the shelter occupants.)

*SEE NOTE, PAGE 1l.
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CHAPTER 4. TRAINING

1. General. A continuing program of training and education for all
Organization personnel is imperative to insure maximum effectiveness of the
Organi:ation. Personnel who are assigned duties and responsibilities in the
Organization will require and shall be given specific training in the skills
requir:d to perform their assigned functions, e.g., first-a“d, firefighting,
elevator operation, etc. The Designated Official is responsible for
determining these training requirements for employees assigned to the
Organization and for bringing these training requirements to the attention
of the appropriate tenant agency officials. (The Designated Official shall
also encourage general civil defense education for all Federal employees

in the building so that they will be able to cooperate intelligently in
self-protection activities and in the community civil defense programs.)

(2. Civil defense training for Federal emplovees.

a. Executive Order No. 10529 of April 22, 1954 (19 F.R. 2379: ZCFR),
provides that heads of Federal agencies may authorize personnel of
their respective agencies to participate in civil defense training
programs and test exercises in cooperation with any state or
political subdivision. Federal employees may be released for
periods up to 40 working hours during any calendar year for the
purpocse of receiving such civil defense tfaining. Agency heads
are encouraged to cooperate with their Protection Organizatig
officials in making personnel available for civil defense trainin}
under the provision of the Executive Order.

b. Each tenant agency is responsible for assuring that those of its
employees who have been assigned duties in the Organization are
scheduled for appropriate training in accordance with a training
plan to be developed by the Designated Official.)

3. Drills. Organization personnel and building occupants will participate
in drills that will familiarize them with the actions they are expected to
take in an emergency. Bvacuation drills will be conducted periodically
under the direction of the Designated Official. Drills should be announced.
Occasionally an evacuation drill using alternate means of exit by

simulating blocked normal exits will be used.
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CHAPTER 5. WARNING AND ALARM SYSTEMS

A Civil defense warning signals. The local government is responsible for
aisseminating civil defense warnings to the public. This usually is achieved
through a system of centrally controlled outdoor sirens. There are two
civil defense warning signals:

a. ALERT signal. This is a steady tone or blast for three to five
minutes which signals the broadcast of essential emergency
information. Building occupants will receive further instructions
from their Floor Wardens.

b. ATTACK warning signal. This is a wavering tone or series of short
blasts for three to five minutes signalling that actual attack
against this country has been detected. Upon hearing this warning,
personnel should take the best shelter available and keep away from
windows. Upon orders from the Floor Warden, they should go to the
nearest fallout shelter, if a shelter is not established in the
building.

2. Disaster alarm signals. Non-civil defense disasters will be signalled
within the building. The signals will consist of a continual striking of
bells. The alarm may be given orally.

a. Fire alarm. This is a continual striking of bells signalling a fire
in the building. Upon instructions from the Floor Warden, occupants
will evacuate the floor or the building. Once the building is
evacuated, personnel should clear the immediate area around the
building and wait for oral instructions from Organization officials.

b. Other alarms. A continual striking of bells or an oral alarm will
be used to warn of natural and other disasters. Natural disasters
include earthquakes, floods, and wind storms. Other disasters
include explosions, escape of lethal gases, civil disturbances, and
bomb threats. Generally, for natural disasters, the Designated
Official (after conferring with other officials) will evacuate the
building and move personnel to safer areas.

3. Communication reguirements. (The Designated Official, in cooperation
with others, will assure that arrangements are made with the local civil
defense organization for the receipt of civil defense information at the
building.) In collaboration with the Buildings Manager, the Designated
Official will arrange for communication of warnings within the building.
Specific provisions will be made for informing all occupants of the
existence of different warning signals, their meanings, and what actions
are to be taken. Warning signale will be tested on a regular achedule to
insure that the equipment is working properly. Drills should be scheduled
often enough to enable the occupants to instantly recognize the sound and
meaning of all warnings and to automatically take the proper action.




CHAPTER 6. EMERGENCY AND EVACUATION PROCEDURES

1. Coptrol Center (Room location) (Ehone No.)

is designated as the location that will be utilized by the Organization in
an emergency. All Organization personnel must know the telerhone number
and location of the Control Center so communications can be established in
an emer_.-ncy.

2. Emergency procedures.

=

Upon notification by the Designated Official, the Organization
will inform the building occupants of the emergency. Emergency
actions are shown in appendices A through I.

It is important that the emergency procedures be known in advance
of an emergency so immediate action can be taken. Delays caused
by looking at instructions after the alarm has sounded could cause
injury or death which might be avoided if the occupants were
prepared in advance. In addition to the procedures contained in
this handbook, which are primarily for Organization personnel,
each work station in the building will be provided with emergency
procedures.

3. Evacuation procedures.

Ae

Under no circumstances should an evacuation take place for a bomb
threat, without the evacuation route first being searched for
bombs or suspicious items.

Evacuation may be required because of an emergency. Normally. the
Designated Official will decide when evacuation orders will be
given. He will determine whether one floor, vario-s floors, or all
floors will be evacuated. The Floor Warden may decide to evacuate
the floor if he thinks there is not su._icient time to consult the
Designated Official. In some cases, the Floor Warden will be
forewarned of an emergency by the building alarm signals (or civil
defense signals outside of the building.) When forewarned, the
Floor Warden will instruct floor occupants to line up in the
corridor at the stairways.

Each Floor Warden will be told about the emergency, on what floor
the emergency exists, the sequence of evacuation, and whether the
evacuation will be partial or complete.

(1) A partial evacuation will involve only the necessary floors
and will be accomplished at the direction of the Floor Wardens.

(2) A complete evacuation of the building involves all floors.

If there is not an emergency on a specific flocr, evacuation
will take place as follows: The ground floor will be evacuated
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first, followed by the basement; then in ascending order the
second floor, third floor, etc. If there is an emergency on
a floor which requires a complete evacuation of the building,
the floor on which the emergency exists will evacuate first
followed in ascending order by the floors above that on which
the emergency exists and then by descending order for floors
below the floor on which the emergency exists.

Evacuation will utilize the routes shown on the evacuation floor
plan which is posted on the bulletin board on each floor. The
nature of the emergency may require that the Floor Warden designate
an alternate route. If the prescribed routes are blocked or
unusable, the Floor Warden may direct the use of fire escapes,

but only as a last resort. (See Figure 6-1.)

Upon evacuation of the floor or building, each Floor Warden will
personally report to the Personnel Movement Officer who will be at
the Control Center. Information given by the Floor Warden will
help keep Organization officials aware of the progress of the
evacuation.

Prior to evacuation, building occupants will take the following
action whenever possible unless such action would endanger their
lives:

(1) Close windows. (Open for bomb evacuation.)

(2) Place exposed records in cabinets or desk drawers or spread
covers over the records to protect them against damage.

(%) Place classified documents in safes and secure their location.

(4) Disconnect electric equipment. (Leave lights on for bomb
evacuation.)

(5) Close, but do not lock, the door when the last person leaves
the room. (Leave the donrs open for bomb evacuations.)




e ATOoR
ELVEVATOK

Typical Emergency Evacuation Ple-,

® Fire Alarm Locations

& Fire Extinguisher Locations -

Figure 6-1
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FIRE PREVENTION

ggested practices for fire prevention in all buildings:

Maintain good housekeeping in all areas of the building; this is one
of the most effective means of preventing fire.

Bring to the attention of your supervisor any apparent fire safety
hazard existing in the building.

Obey '"No Smoking" signs.

Do not throw matches, cigars, cigarettes, or pipe ashes into waste
baskets or into any type of receptacle containing combustible material.

0ily rags or similar flammable materials in the building must be
placed in approved metal containers provided for that purpose.

Hotplates, irons, or similar electrical equipment with heating elements

may be used in buildings if such appliances are approved by Underwriters'
Laboratory and are installed in accordance with local fire codes and

Building Manager's approval.

Deposit all trash in receptacles provided for that purpose or arrange
for its storage in regular trash rooms.

Exits and passageways should be kept clear of storage to permit free
movement of personnel and firefighting equipment.

Appendix 6-A
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1.

FIRE IN BUILDING

Upon discovering a fire, occupant notifies the Fire Department by

activating nearest alarm box (or calls Fire Department telephone number).

2.

Occupant calls or has nearby person telephone or contact Floor Warden

and giv. him location of fire.

3.

Floor Warden telephones Designated Official who will decide whether

evacuation will be partial or complete. Floor Warden may decide to evacuate
the floor if, in his judgment, there is not sufficient time to call the
Designated Official.

k4.

Fire Extinguisher Monitor uses fire extinguisher to control small

fires. In case of a major fire, Floor Warden warns persons in the immediate
vicinity to evacuate the affected area.

S.

6.

Occupants take the following action when the fire alarm is sounded:
a. Walk to the corridor and line up near the stairway.

b. Obey the instructions of the Floor Warden and the monitors.

c. Proceed into the stairway in an orderly manner as directed by the

Stairway Monitor and grasp the handrail while walking up or down
stairs. ' .

d. - Walk to the area specified by the Floor Warden and stay in
formation.

e. If there is a complete evacuation, move at least 700 feet away fror
the exits and wait for instructions from Organization officials.

f. If time permits, close windows, put classified documents in safe oz
secure location, place exposed records in cabinets or desk drawers
or spread covers over records to protect them, and disconnect
electric equipment. The last person to leave the room closes but
does not lock the door.

Designated Official and Buildings Manager will have cories of specific

plans aad instructions for each area of the building. Plans are to be on
file ani kept current.

Appendix 6-B
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BOMB THREATS

. Guides. The following additional guides are established to assist in
preparing for and minimizing the effects of emergencies. Necessarily, the
guides are general in nature and are provided for adaptation and application
as.required by local circumstances.

ae

Protection of priority locations. Locations requiring priority
protection (switchboards, teletype centers, heating plants,

" induction centers, etc.) should be identified in advance and

arrangements made for protection of these locations. Consideration
should be given to the use of existing heavy monumental-type metal
doors, gates, etc., when available, as physical barriers to deter
penetration of selected priority locations. Also, use of readily
available materials such as plywood could be helpful in boarding up
windows and other vulnerable openings. Types of actions

considered essential are:

(1) Planning and inspecting. Survey the premises of particular
occupants whose locations have or may be reasonably expected
to be the subject of civil disorders or demonstrations to
determine whether some of the entrances to the building should
be closed; whether door latches are adequate and tamper
resistant; whether the space lends itself to installation of
practical types of intrusion and fire alarm systems; and
whether it would be feasible. to use fire-resistant file
cabinets or to install automatic fire extinguishing systems
to minimize fire losses and deter vandalism.

(2) Suspicious actions. All personnel, particularly guards,
crafts, and custodial personnel, shall be alerted to Observe
and report immediately any threats and suspicious looking
persons, packages, or equipment in any building.

(3) Building service spaces. All doors to building service areas,
such as mechanical rooms, transformer vaults, slop sink rooms,
wire closets, etc., should be locked at all times when possible
with access allowed only to authorized personnel. Consideration
should be given to removing identification signs on doors to
these building service areas.

(4) Communications areas. Guidelines for protective measures to
be taken for these areas have been issued by the Commissioner,
TCS, in a memorandum dated September 30, 1969.

(5) Stairwells and restrooms. Particular attention should be
given to closets not capable of being locked, restrooms,
stairwells, and other areas where explosives might be secreted.

Appendix 6-C
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(5) Key control. Key control should be in strict conformance
with the Building Manager's regulations.

(7) After-hour entry. Identifying and recording the presence of
all persons entering or leaving the building after normal duty
hours is essential.

2. In cr-e of a bomb threat, perform the following actions:

ae.

Upon learning of a bomb threat:

(1) Person receiving call about a bomb threat should attempt to
get exact location within building where bomb has been or is
going to be planted. Attempt to get as much information as
possible about the caller, e.g., vocal idiosyncrasies, race,
sex, group affiliation, etc. Listen for noises in background
or for other clues which might indicate caller's identification
and location. Information received should be carefully
recorded and given to the Control Center or the Designated
Official. The Designated Official in turn will notify the
local police, FBI and the U. S. Attorney.

(2) Person receiving letter or card announcing a bomb threat will
give it to the Control Center or Designated Official.

The recipient telephones the Control Center or Designated Official
and explains situation.

Designated Official notifies Bomb Search and Reconnaissance Officer
and initiates search procedure and establishes end of search time.
Personnel assigned to bomb search activities must be properly
trained. Bomb Search and Reconnaissance Officer initiates telephone
cascade system to alert all team members to effect a building search.
All searches are visual. A suspicious item is never moved or
disturbed.

(1) Floor Warden organizes search on the floor.
2) Zone Monitors searcn their assigned areas.

3) Stairway and Elevator Monitors search their assigned areas,
restrooms, and utility rooms off the corridors.

(h) Available guards, building maintenance men, and custodial
personnel report to the Control Center for assigrment. At
their assigned floor, they work under the direction of the
Floor Warden.

(3) Searchers work in pairs and move with extreme caution, both
during the search and after the bomb is located.
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(6)

(7

Upon completion of a thorough search of their areas, searchers
report to the Floor Warden.

At a predetermined time each Floor Warden telephones the
emergency operation center and reports the progress of the
search on his floor.

In the event a suspicious-looking object is found, finder
performs the following actions:

(1)
(2)
(3)

(4)

He does not remove or disturb the suspect object.
He immediately evacuates all persons from the vicinity.

He notifies the Bomb Search and Reconnaissance Officer that a
suspect object is found and informs him of its location.

If time permits, the Bomb Search Officer verifies if the
object is suspect.

Designated Official orders an immediate evacuation of floors near
the affected area and notifies local police and/or the the nearest
military Explosive Ordnance Detachment (EOD).

Guard is stationed at building entrance and directs police and/or
BEOD bomb disposal team to location of bomb.

‘After disposal of the bomb, Designated Official gives signal for

occupants to return to their offices.
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DEMONSTRATIONS

1. No sinile standard procedure can be established for all demonstrations
as they will vary in their nature and the problems they present because of
the charactsr and number of the participants and the atmosphere in which
demonstrations occur. Thus, any suggestions in any plan must have sufficient
flexibilitr to fit the situation as it develops.

2. To develop appropriate plans in handling demonstrations, it is

neces sary to first determine the type of criminal jurisdiction designated
for the property. The types of criminal Jjurisdiction are as follows.
(Note: the Jurisdiction appropriate to each building should be included
in each FSPO.)

Exclusive jurisdiction -- the United States has sole authority over the
site; arrests made at the site by a state or local officer for violation
of a state statute would be invalid, and the state or local courts would
be without authority to try persons so arrested.

Concurrent jurisdiction -- the United States and the State jointly
exercise the authority to enforce laws on the site. The specific
circumstances of each case determine which entity enforces the law.

Partial jurisdiction -- usually concerns legislated matters in which
the United States and the State in which the site is located exercise
overlapping authority. The State reserves authority in non-criminal
matters (e.g., taxing private property).

Proprietorial interest -- the United States has not obtained any
measure of the State's authority over the site, but it still possesses
rights of ownership and certain powers and immunities not held by
privite landholders. In this instance, the State has sole criminal
jurisdiction.

3. The rLandling of demonstrations, "sit-ins", etc., has been the subject

of discussion among officials of the Department of Justice and it has been
determined that the Designated Official will handle such matters in close
cooperation with the office of the United States Attorney in the area
concerned. There must be mutual understanding of the action to be taken in
such matters and assurance that such action is undertaken with legal authority
and will not violate civil rights. The Designated Official is the point of
liaison fo~ all building tenants in the planning and execution of action for
handling demonstrations. (SEE CHAPTER 1, PARAGRAPH L.a., FOR DESIGNATED
OFFICIAL RISPONSIBILITIES CONCERNING DEMONSTRATIONS.)
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b The following pertinent facts should be learned prior to demonstrations
~ so that appropriate plans may be prepared:

a. Applicable type of criminal jurisdiction.
b. Name of sponsoring organization.
c. Time of demonstration.
d. Proposed schedule of events.
e. Exact location.
f. Activities planned.
- g. Purpose of demonstration.
h. Projected attendance.
j. Character and temperament of those expected to participate.

5. The Designated Official should meet with tenant agencies, local police,
United States Attorney, and United States Marshal, as appropriate.

a. The cascade plan of communication, as contained in other sections of
the FSPO, should be reviewed to ensure continuity of information and
necessary action between the building tenants.

b. When a demonstration is expected to take place on GSA-controlled
property, guards and other personnel shall be instructed in
accordance with the plan of action agreed upon with the U. S.
Attorney. Instructions will vary. They may include permitting
the demonstration to take place provided that entrances are kept
clear and Government property and operations are not adversely
affected; participating in arrangements for a meeting of a
representative group of demonstrators with appropriate Government
officials; prohibiting entry into the facility by persons who
parade bearing signs or who by other actions identify themselves

~ as participants; calling on enforcement resources for assistance;

. etc. It is desirable to use procedures which appear most likely

to gain the cooperation of the demonstrators.

& c. Agreement should be reached regarding the circumstances under which
arrects may be necessary and the course of action to be followed in
effecting such arrests. (In many instances arrests are openly
sought by demonstrators. Arrests should be made only when necessary.)

6. Plans should be made as to action to be taken if persons gain entrance
to the building and then begin a demonstration, either individually or as a
group. Normally, demonstrators shall be asked to leave; if they refuse,
become disorderly, or offer passive resistance, i.e., lie or sit on the
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floor, it may become necessary to place them under arrest. An alternaty
to arrest is removing demonstrators from the building and restricting
re-entry. Again, arrests should be avoided so far as possible. Necesss
arrests should be carried out under the guidance of the U. S. Attorney.
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EXPLOSION

a2 the event of an explosion in the building, such as those caused by
leaking gas or a faulty boiler, perform the following actions:

1. Occupants take cover under tables, desks, or other such objects which
will give protection against flying glass or debris.

2. Occupant notifies the Fire Department by‘activating nearest building
alarm box.

3. Occupant calls, or has nearby person contact, Floor Warden to give him
location of explosion.

. TFloor Warden telephones the Designated Official and explains the
situation.

5. After effects of explosion have subsided, Designated Official will
decide whether to evacuate the building.

6. If an evacuation is necessary, occupants evacuate under the direction
of the Floor Warden.

7. If the building is evacuated, occupants wait outside the building for
instructions from Organization officials.
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CHEMICAL ACCIDENT

N

Chemical accidents aof disaster magnitude would include tank truck accidents
involving large quantities of toxic gases. Should such an accident endanger
the occupants of the building, perform the following actions:

1. Occu~ant notifies Floor Warden of danger.
2. Floor Warden telephones Designated Official and explains the situation.
3. Designated Official decides whether to evacuate the building. ) .

L, If an evacuation is necessary, occupants evacuate under direction of
the Floor Warden.

5. Designated Official telephones the Fire Department and explains ‘the
situation.

6. First-Aid Monitors administer first-aid.

7. Occupants avoid fumes by moving crosswind; they should never move upwind
or downwind.
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SEVERE WINDSTORM

" e U. S. Weather Bureau can forecast severe windstorms with a high degree
. _ accuracy. However, if high winds develop during working hours with
little or no warning, perform the following actions:

1. Designated Official will decide whether to evacuate to a designated
shelter on each floor or to a shelter in the basement.

2. Occupants will evacuate under direction of the Floor Warden; they
should remain near inside wall (on the lower floors if possible), avoid
rooms with large roof spans, and close windows and blinds.

3, Utilities Control Officer notifies the Buildings Manager and the
Designated Official of any damage to the building or utilities.

L. Designated Official keeps a radio tuned to a local station for the
latest weather information.
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The

EARTHQUAKE .
{

(Name of Area) is subject to earthquakes. There will be &

advance warning.

1. Upon feeling a serious quake, occupants perform the following actions:

ae

d.

f.

2. Designated Official will notify the Fire Department of any fires.

Obtain shelter under tables, desks, or other such objects which
will offer protection against flying glass or debris. If possible,
keep at least 15 feet away from windows to avoid flying glass.

Step under a doorway or into a narrow hall or corridor. Keep away
from skylights and large overhead light fixtures.

Do not leave cover until advised to do so.

If evacuation is necessary, evacuate under the direction of the
Floor Warden.

Do not run outdoors. Upon leaving building, watch for falling
debris or electric wires.

Proceed to a safe area, away from the danger of being struck by
falling debris or electric wires.

Take precautions against additional shocks.

3. Some of the following conditions may exist in conjunction with or
following a serious earthquake:

Presence of dead, injured and sick. Some may be trapped in
buildings or debris.

Disorder and unrest, including looting and panic.
Fire.

Shortage or contamination of drinking water.
Shortage of water for firefighting.

Shortage of food supplies.

Extensive damage to buildings and structures making them potential
dangers to life and safety.
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h. Disruption of gas and electric power systems.

i. Disruption of some or all communications facilities.

j. Shortage of living accommodations due to the destruction of.
buildings or influx of refugees.

k. Blocked streets, hignways, roads, bridges, etc., which are not
safe for travel.

1. Major or complete disruption of public and private transportation
facilities.

m. Danger of widespread epidemic, due to water contamination and
breakdown of public health control.

n. Shortage of medical supplies and hospital facilities.
0. Disruption of regular governmental operations.
p. A large-scale evacuation of populace from the metropolitan area.

b, Immediately after an earthquake, Organization personnel perform the
following actions:

a. Administer first-aid, assist in rescue operations - as dictated by
" necessity. (Move seriously injured to emergency treatment center.)

b. Turn off utilities: gas, electricity, and water.

c. Inspect all utility lines for damage.

d. Extinguish fires. (Do not light fires after an earthquake.)
e. Reserve telephones for emergency calls only.

f. Look for other hazards such as broken glass, spilled fluids,

damaged equipment, loose plaster, crumbling ceilings, etc.; if
found, take corrective action.

’ g. If required, request assistance from outside sources (Disaster
Corps) .
4 h. Turn on radio for information about the extent of community damage.

i. Make every effort to carry out routine procedures and return
building to normal operation.
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ENEMY ATTACK

Civil defense signals warning of an enemy attack are sounded by sirens
operated by the City and County of (Name of city and county) .

1. ALERT signal. This is a steady blast or tone for three to five minutes
signifying that essential emergency information will be broadcar=*.

e

b.

If evacuation is necessary, occupants evacuate according to
directions of the Floor Warden.

Occupants take personal possessions (coats, purses, food) when
leaving work station.

2. ATTACK WARNING signal. This is a wavering tone or a series of short

blasts for three to five minutes; it signifies that actual attack agalnst
this country has been detected.

e

b.

Occupants perform the following actions:

(1) Take cover under desks, tables or any large objects which will
give protection against flying glass or debris.

(2) Stay against the wall nearest the windows for protection.

(3) Leave cover only when directed to do so by the Floor Warden.

(4) When so directed, proceed to fallout shelter. The fallout
shelter is shown on the evacuation floor plan which is posted
on the bulletin board on each floor. If there is no designated
shelter area in the building, proceed to the nearest building
with an approved shelter area.

(5) Remain in shelter until other action is directed by Shelter
Official.

Designated Official will contact appropriate authorities for
further action to be taken concerning his building.
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PANIC

1. Panic defined. Panic may occur during an emergency. The ability to
control panic may save lives and reduce injuries. Panic is defined as "A
sudden, unreasoning, hysterical fear, oftcn spreading quickly." Panic is
caused by tear, although those involved may not know what they fear. People
may be tempted to join a fleeing crowd; the fright of those in motion is
enough to suggest the presence of something to fear. When this happens it
may be difficult to control the crowd. Attempting to reason with them may
be futile, but it may be possible to control them by assuming leadership or
by reassuring key members of the group.

2. Panic deterrents. The likelihood of panic, and the physical causes of
panic can be eliminated by an effective program of informing tenant agency
personnel of what is expected of them in an emergency. In an emergency, the
Orpnandtlon should be prepared to remove the injured and the dead from
general view, clear awaey debris which appears to cut off escape, quickly
control fire, and approach any disturbance with calmness. Emergency
preparations should include arrangements to delineate clear routes to be
tuken in evacnuating the building or going to shelter; they should also
designate the placing of Orpanization personnel where they can take command
of an emergency and give calm. decisive instructions at places where groups
are lilkely to congregate.

3. Antidotes for panic. In certain circumstances, it is cenceivable that,
despite emergency preparations, an unorganized group may be on the verge of
prnic. Organization personncl should be prepared to deal with this situation

according to the following principles:

a. Provide assurance. Keassure the group by giving information and
instructions calmly.

b. Eliminate unrest. Dispel rumors. Identify troublemakers and
prevent them from spreading discontent and fear.

c. Evert positive leadership. Decisively propose positive actions.
Assert what to do, rather than what not to do.
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INSTRUCTION SHEET FOR
INITIAL BOMB THREAT REPORT

CHECK WHETHER REPORT IS AN ORIGINAL OR CHANGE TO AN ORIGINAL.

1.

2.

11.

12.

PRINT THE EXACT WORDS USED BY THE THREATENER.

TIME THREAT WAS RECEIVED. SHOW IF A.M. OR P.M.

DATE OF THREAT.

DID THREATENER SAY WHEN IT WOULD GO OFF? IF SO, STATE TIME.

DID THREATENER STATE A LOCATION WHERE THE DEVICE IS SUPPOSED TO EE
PLANTED?

ITEMS A THROUGH D. LIST NAME, ADDRESS AND TELEPHONE NUMEER IF GIVEN BY
THE THREATENER OR IF KNOWN, AND WHETHER THE PERSON WAS MALE OR FEMALE.

ITEM E. STATE IF THREAT MODE WAS BY PHONE, LETTER, OVERHEARD
CONVERSATION, ETIC.

ITEM F. STATE IF PERSON SQUNDED HIGHLY EDUCATED, USED POOR GRAMMAR, ETC.
ITEM G. STATE IF THE PERSON HAD ANY TYPE OF FOREIGN ACCENT.

ITEM H. WAS THE PERSON'S LANGUAGE PECULIAR TO A REGION, COMMUNITY,
SOCIAL GROUP, OR OCCUPATIONAL GROUP?

ITEM I. CHECK THE AGE GROUP THAT COMES CLOSEST TO THE SOUND OF THE
VOICE.

CHECK YES OR NO BLOCK. AN EXAMPLE OF FAMILIARITY WOULD BE IF THE CALLER
SAID, "THERE IS A BOMB ON THE FIRST FLOOR AND I WORK ON THAT FLOOR".

DID THE THREATENER STATE ANY PARTY AFFILIATION SUCK AS, STUDENTS FOR A
DEMOCRATIC SCCIETY, UNDERGROUND WEATHERMEN, AMERICAN NAZI PARTY, ETC?

WAS ANY REASON GIVEN, SUCH AS A RECENT GOVERNMENT DECISION, OR WAS THE
PERSON RECENTLY LAID OFF OR FIRED?

WAS A CERTAIN TYPE OF DEVICE IDENTIFIED SUCH AS A BOMB, INCENDIARY
DEVICE, PIPE BOMB, EIC.

DID THE THREATENER SOUND ANGRY, MATTER-OF-FACT, AFRAID OR AS THOUGH HE
WAS JOKING?

COULD ANYTHING EE HEARD IN THE BACKGROUND, SUCH AS STREET OR OFFICE
NOISES, MUSIC, YOUNGSTERS LAUGHING, ETC?

LIST IOCAL WEATHER CONDITIONS SUCH AS SUNNY, SPRING-LIKE, RAINING, ETC.
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15.

16.

17.

18,

19.

HAVE THERE BEEN ANY RECENT RIOTS, DEMONSTRATIONS, BOMBINGS, ETC., IN
THE AREA?

CIRCLE DAY OF WEEK. CHECK WHETHER OR NOT A PAYDAY, AND IF A DAY BEFORE
A HOLIDAY, A HOLIDAY WEEKEND, EIC.

INCLUDE ANY INFORMATION NOT COVERED ABOVE SUCH AS IF THE THREATENER
HUNG-UP RAPIDLY, BREATHED HEAVILY, STAYED ON THE LINE SILENTLY BEFORE
HANGING-UP, TRIED TO DISGUISE HIS VOICE, EIC.

PERSON WHO RECEIVED THE THREAT.

PERSON WHO REPORTED THE THREAT. IF NOTIFIER (18) IS NOT THREAT
RECIPIENT (17), STATE IN 16, RELATIONSHIP TO THREAT RECIPIENT SUCH AS
RECIPIENT'S SUPERVISOR, CO-WORKER, EIC.

PERSON WHO COMPLETED THIS FORM.
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1.

10.
11.
12.
14,
15.

16.

INITIAL BOMB THREAT REPORT

—_ ORIGINAL

__ CHANGE TO AN ORIGINAL

EXACT WORDS USED IN BOMB THREAT:

TIME: 3. DATE: 4. DETONATION TIME: 5. STATED LOCATION:

THREATENER'S

A. NAME: B. __ MALE FEMALE

C. ADDRESS:

D. TEL. NO: E. THREAT MODE:

F. LANGUAGE: G. ACCENT: H. DIALECT:

I. AGE: __ UNKNOWN  _ CHILD __ TEENAGER YOUNG ADULT

—_ ADULT | __ ELDERLY

DID THREATENER INDICATE A FAMILIARITY WITH THE BUILDING? __ YES
IF YES, FOW?

ASSOCIATION:

REASON:

TYPE OF DEVICE:

MANNER OR TONE OF THREATENER:

BACKGROUND NOISE: 13. WEATHER:

LOCAL AREA ACTIVITY:

DAY OF WEEK: SMTW TF S PAYDAY: __ YES __ NO HOLIDAY-WHEN:

MISCELLANEQUS:
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THREAT RECIPIENT:

NAME TEL. NO. ROOM NO.  DATE/TIME
POSITION TITLE AGENCY ADDRESS
18. NOTIFIER: _ _
NAME TEL. NO. ROOM NO. DATE/TIME
POSITION TITLE AGENCY ADDRESS
. 19. RECORDER:
NAME TEL. NO. ROOM NO. DATE,/TIME
’ POSITION TITLE AGENCY ADDRESS
—_ FPSD ENFORCEMENT BRANCH- —_ FPSD TECH. SERVICES BRANCH
~ DIRECTOR, FED. PROT. SERV. DIV.- __ SPECIAL EVENTS CADRE-
—_ REGIONAL COMMISSIONER, PBS-  FED. PROT. SERV. DIV. ZONE NO.
—_ REGIONAL ADMINISTRATOR - —_ REGIONAL DIR., BUSINESS AFFAIRS-
—_ OTHER:

DISTRIBUTION

Appendix 6K-2
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INSTRUCTION SHEET FOR FOLLOW-UP REPORT

PLACE THE TIME AND DATE OF THE INITIAL REPORT IN THE UPPER RIGHT CORNER. THE
TIME AND DATE IS ON THE INITIAL REPORT AT NUMBERS 2 AND 3. IF AN INITIAL
REPORT HAS NOT EEEN COMPLETED AND A SUSPICIOUS PACKAGE OR BOMB IS FOUND, OR
IF A BOMB FUNCTIONS, INCLUDE THE AGENCY NAME, BUILDING NAME, LOCATION, AND
ADDRESS IN MISCELLANEOUS (9).

1. INCLUDE ALL AGENCIES NOTIFIED SUCH AS THE ARMY, POLICE AND FIRE
DEPARTMENTS, ETC. DO NOT INCLUDE THE OFFICES LISTED ON THE BOTTOM
OF THE FORMS. ‘

2.  SELF-EXPLANATORY.

3.  SELF-EXPLANATORY.

L, SELF-EXPLANATORY. IF EXACT NUMBER OF PERSONS IS NOT KNOWN, ESTIMATE
NUMBER.

5. SELF-EXPLANATORY.

6. DESCRIBE ITEMS FOUND, WHO WAS NOTIFIED, AND ACTION THAT WAS TAKEN TO
REMOVE AND IDENTIFY THE ITEMS, ENSURE AT THE TIME ACTION IS TAKEN, THAT
A FINAL REPORT WILL BE SUBMITTED, SO IT WILL BE KNOWN WHAT THE ITEMS
WERE, WHAT WAS DONE TO THEM, AND WHERE THEY CAN BE LOCATED.

7. SAME AS 6.

8. SELF-EXPLANATORY. DESCRIEE PHYSICAL DAMAGE IN AS MUCH DETAIL AS POSSIELE.

9. SEE FIRST PARAGRAPH ABOVE. ALSO INCLUDE ANY INFORMATION NOT COVERED
ELSEWHERE ON THE FORM.

10. OTHER ACTIONS TAKEN TO INCREASE SECURITY IN THE BUILDING.

11. PERSON COMPLETING THE REPORT.
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FOLIOW-UP ACTION ON BOMB THREAT REPORT

INITIAL REPORT TIME AND DATE:

(ITEMS 2 & 3)
1.  AGENCIES NOTIFIED OF INITIAL REPORT:
2.  PUBLIC AREA SEARCH CONDUCTED: __ YES __NO
3.  COMPLETE SEARCH OF ALL ROOMS/OFFICES CONDUCTED: __ YES __NO

k.  EVACUATION: PARTIAL __ YES __ NO COMPLETE _ YES __ NO

NO. OF PERSONS: TIME EVACUATION BEGAN:

TIME EMPLOYEES RETURNED:

5. INCREASED SECURITY: WAS PACKAGE INSPECTION/IDENTIFICATION INSTITUTED:

—_ UES __No

WERE ENTRANCES AND EXITS PLACED UNDER CONTROL: __ YES —_NO

WAS PERSONAL IDENTIFICATION REQUIRED TO ENTER THE BUILDING: __ YES __ NO
WERE SUSPICIOUS ITEMS FOUND: . YES — o

DESCRIPTION OF ITEMS:

ACTION TAKEN:

FINAL IDENTIFICATION & DISPOSITION OF ITEMS:

7. BOMB DEVICE FOUND: __ YES __ NO

DESCRIPTION OF ITEMS:

ACTION TAKEN:

€ FINAL IDENTIFICATION & DISPOSITION OF ITEMS:
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8. BOMB DEVICE FUNCTIONED:

__YES _NO TIME:

DATE: LOCATION: FLOOR:

NUMBER OF PERSONS KILLED:

NUMEER INJURED: -

DOLLAR ESTIMATE OF DAMAGE:

AMOUNT OF PHYSICAL DAMAGE:

g.  MISCELLANEQUS:

10. OTHER ACTIONS TAKEN:

11. RECORDER:

NAME

TEL.NO. ROCM NO. DATE/TIME

POSITION TITLE

AGENCY ADDRESS

__ FPSD, ENFORCEMENT

__ FPSD, TECH. SVCS BRANCH

__ DIRECTOR, FED. PROT. SERV. DIV.- __ SPECIAL EVENTS CADRE-

—_ REGIONAL COMMISSIONER, PBS-

—_ REGIONAL ADMINISTRATOR-

DISTRIBUTICN

~ FED. PROT. SERV. DIV. ZONE NO.

~_ REGIONAL DIR., BUSINESS AFFAIRS-

__ OTHER:
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PREVENTION OF THEFTS IN THE BUILDING

fhe prevention of thefts of both Government and personal property in this
ilding is everyone's concern. Personnel should be aware of the types of
aefts that may occur and take precautionary measures to minimize losses.

Thefts of calculators, electric typewriters, and adding machines are some-
times attempted by concealing the items in cardboard containers until they
can be taken from the building, often in the guise of being trash.
Containers used for this purpose may be similar to the type normally used
in custodial or crafts operations. Actual removal is likely to occur just
before building security hours go into effect, but it could take place
later. Unattended containers in hallways and work areas at anvy time of the
day should be investigated. No cartcn or container should be tokan for
granted regardless of how routine its presence or how innoccucus iis
appearance may seem.

Extreme caution should be taken with personal items such as purses, pocket-
books, loose change, etc. Most of these thefts occur during working hours
and are often a result of employees carelessly exposing such items on desk
tops. Reductions in these occurences can be made if personnel exercise
more care in handling their personal property.

Most personal thefts involve purses being removed from desk tops. (Place
them in the rear of a file drawer, and lock it if the office is not manned
at a1l times.) Do not keep loose change such as coffee funds or stamps in
sks. There have been a number of cases where money was removed from an
locked desk. Subsequently the desk was locked and broken into because the
ief knew money was kept in the desk previously. Money has been removed
om locked file cabinets because the key to the cabinet was kept in the
aesk drawer. If valuables have been kept in an office or desk for years,
it is no indication that they will not be missing tomorrow. #1lso, leaving
an office unattended for only two minutes does not increase security more
than leaving it for two hours. If it takes a thief ten to fifteen seconds
to steal an item, he doesn't care if a person is going to be gone two
minutes or two hours. The thief is only interested if a person is going to
be gone fifteen seconds. USE COMMON SENSE:

THE GOVERNMENT DOES NOT REIMBURSE INDIVIDUALS FOR THE LOSS (THEFTS) OF
PERSONAL . ITEMS.

DO NOT LEAVE ANY PERSONAL EELONGINGS UNATTENDED IN THE OFFICE THAT YOU ARE
NOT WILLING TO LOSE.

Valuables, such as purses or pocketbooks, should be kept in locked
containers, such as a file cabinet, during working hours. A personal item
that has monetary or sentimental value is NOT secure when left in an
office at night - regardless of the precautions taken. If the loss of a
personal item justifies the submission of a theft report, the item was not
adeguately secured during the day, or should not have been left in the
office overmight.
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Suspicious or unusual situations or loss of property should be reported to
the (Guard Office) (Building Manager) on extension:
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13.

14,
15.

16.

17.
18.

19.

20.

Facility Protection Checklist .

Has a Facility Self-protection Designated Official been designated?

Has an advisory committee of appropriate tenant officers been set up
to assist in the development of the facility protection plan? °

Has a written self-protection plan been prepared for the facility?

Has a self-help organization been formed for the protection of life
and property in and around the facility? (Date it was last revised).

Have arrangements been made for receiving and disseminating warnings?

Have a control center and a communications system been established for
use in emergency?

Have emergency shut-down procedures been developed?

Does the plan provide for enlarging existing protective groups (e.g.,
guard forces, firemen, etc.) for use in an emergency?

Are employees informed about the facility self-protection plan?
Are drills or exercises held to test the plan?
Have arrangements been made for emergency repair and restoration?

Have tenant agencies included self-protection information in their
employee publications?

Is there an emergency sticker on each phone showing who to call in case
of a bomb threat, suspicious package or other emergency?

Is there a central location where all emergency calls are received?

Have central location personnel been checked to insure they know who
to notify for each type cf emergency?

Are office exits and corridor intersections posted with warning/emergency
signals and evacuation routes?

Has it been oyver a year since the last practice evacuation?

Are organization personnel readily identifiable through the use of
arm bands or hard hats?

Have wardens and monitors been equipped with flashlights?

Do bomb reconnaissance personnel have extendable angled mirrors for
looking under and behind furniture?
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*(22.

(23.

(24.

(25.

(26.

(27.
(28.

(29.
(z0.

Has the Director, Federal Protective Service Division, Region 3 (32PS),
been requested to conduct a non-evacuatiopm audit (test) of ‘the
facility self-protection organization?

Have sufficient building occupants been trained in civil defense skills
(shelter management, radiological monitoring, first-aid and medical
self-help, decontamination, firefighting, utilities control, bomb
reconnaissance, etc.)?)

Have preparations been made for assessing and reporting damage after
attack?

Has liaison been established with the local Civil Defense director?)

Has the facility plan been coordinated with the civil defense plans
of the jurisdiction in which the facility is located?)

Have the coordinator and the chief officers of the self-protection”
organization been trained in civil defense schools?)

Has fallout shelter been provided for building occupants and the public?)

Have plans been made for the movement of building occupants to fallout
shelter within the building or elsewhere?)

Has the facility fallout shelter been marked and stocked?)

Has infocrmation about personal and family survival been distributed to
all building occupants?)

*SEE NCTE, PAGE 11
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